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CYBER SECURITY STATE IN REAL ENVIRONMENT
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Abstract: The purpose of this document is to give an insight into the wide area of world of cyber security and state of the cyber
security in AFA (Armed Forces Academy in Liptovský Mikuláš) environment. All IT studies confirm that cyber attacks are
increasing annually. Few years ago, as many as 70 % of companies worldwide were affected and loss probability of economic
value was € 190 billion. Preventing attacks that are trying to penetrate the internal network through firewalls, and the lack of
user awareness, is not a matter of choice but of necessity. Are the companies of 21st century ready for cybercrime? In the end,
the findings from the state of cyber security at AFA are described. Based on a simple analysis of the situation in the AFA
environment, the proposed recommendations, measures, methods of eliminating cyber attacks are briefly described.
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1 INTRODUCTION
The answer is more than worrying. The global
EY survey (a professional consultancy company)
claims that only 36 % of companies could detect
cyber attack. Many companies don't even know that
they have been targeted by cyber-attackers and how
many of their corporate data are already for sale.
By comparison, in 2017 there was an increase
of up to 255 % of cyber attacks compared to the
previous year [1].
1.1 Why address the biggest SOC (security
operations center) problems?
While more and more companies are responding
to attacks by introducing a variety of non-conceptual
repair systems, security teams do not have enough
insight and automated technologies to detect and
respond to these advanced threats. They lack
automation to ensure maximum use of resources. The
ability to detect today's cyber threats is not enough.
Security teams use different so-called interconnected
disparate systems that tend to increase complexity
instead of providing solutions. Working with these
isolated and inconsistent systems unnecessarily
complicates the problem because they have to work
in different environments, on different screens, which
takes too much time. This in turn leads to overloading
of alarms, slower investigation of incidents and
eventually delayed response. The attackers thus have
more time to operate in the invaded network. The data
are at increased risk if the investigation, response, and
consequently the attacker's stay in your system takes
longer than allowed.
Only an antivirus is not enough
Many companies consider the IT security problem
to be resolved when antivirus software is installed,
which is an absolute gamble for the company with
data and sensitive data. Cyber threats are steadily
rising to infrequent company cannot be sure it is safe.
Much of the company has already invested a
significant amount of resources in an important
prevention that is effective in routine attacks, but does

not provide adequate protection for the current
dynamic environment of targeted attacks. Prevention
alone is no longer sufficient.
Failure under the complexity and size of security
infrastructures
Conscious organizations have invested in
implementing security products that initiate or trigger
an alarm whenever they detect any suspicious event.
Some companies have even employed and trained
security personnel who are trying to respond to
alarms. Theoretically, it is a sensible concept, but it
does not work in practice. Companies fail under the
complexity and size of the security infrastructures
they have created, and are losing many generated
alarms. Very often, they encounter the problem of
missing employees who would sort, validate,
investigate, prevent further dissemination or provide
remedies based on generated alarms or events.
The problem is the budget
Organizations usually do not have a budget for
security teams, and they cannot get enough of the
necessary qualified security specialists to handle such
huge amounts of alarms. As a result, security teams
do not manage to respond to generated alarms, and in
many cases, serious attacks escape their attention.
However, most companies will only realize this when
something has happened. It is therefore essential to
calculate the risk first. Organizations must be able to
detect attacks that penetrate existing perimeters,
respond to them, and stop them before they cause
damage.
Logs are not enough to detect attacks
To achieve this, it is necessary to realize that the
log events are not sufficient information about the
attacks. Fragmented data is difficult to correlate and
evaluate. It is necessary to introduce solutions /
systems that contain information about infiltration or
attacks, including their context, not only to obtain
additional isolated data. This will help companies
avoid losses or respond in a timely manner. In order
for security teams to be able to respond effectively to
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a greater number of security threats in the short term,
perfect visibility is essential to enable quick decision
making. In contrast to the traditional solution, need is
to find one that can, along with visibility, also provide
automated detection of end point scans, which saves
time and costs and loss. So what should be the key
questions of the corresponding system?
 Has the attack reached its target?
 Has the attack been activated?
 What happened before and after the attack?
 Has this activity occurred in any other system in
our environment?
There is no zero risk on IT security. It is
imperative that security teams continue to advance,
acquire new technology solutions, and always be
ahead of potential attackers. Despite state-of-the-art
technology, security teams face challenges they need
to fight 24 hours a day. However, the challenges are
a better future, and the future includes better IT
security.
2 FOR CHALLENGES THAT SECURITY
TEAMS HAVE TO COMBAT

after some time. Security analysts need a context and
an overview of the entire life cycle of the threat,
where they are able to find a patient zero, clear
endpoints, create forensic analysis, and analyze attack
vector.
IT addiction and missing security analysts
Although security systems can assign a criticality
level to each alarm, they cannot really distinguish
between intrusion attempts and real attacks.
Generated alarms do not contain enough context and
do not allow a large number of alarms from isolated
systems to build a complete attack image. All security
teams are dependent on other IT teams to correctly
collect information and events to evaluate properly.
In addition, it is nothing unusual to see security
analysts surrounded by eight to twelve monitors,
between which they copy and transmit information
from one system to another, which may represent
a potential weakness at the point of attack.
Insufficient security awareness

Many companies are losing in the flood of alerts
and security events, they are interested in looking into
the history of where it originated from and where a
particular security incident was spread. They are
having trouble finding qualified security experts who
would have relevantly assessed each incident and
what´s more internal employees may pose a greater
security threat than outside hackers.

They are not always just hackers who can pose
a danger to the company. "Evil" often drills even
inside the company itself in the form of employees
who often do not even know that they have caused
anything wrong. An employee to whom an attack has
occurred does not have to have unfair intentions. It is
enough if it is insufficiently educated in terms of
security and, for example, opens a file, or inserts a
USB key that it found on the street, and the problem
is in the world.

Prioritization of alerts

Spams

Although virtually all security systems try to
assign a "criticality level" to each alarm, they are in
fact unable to distinguish between attacks that are just
an attempt at penetration and attacks that have
actually been successful. Then the security analysts
don´t know where to start and which alarms really
require attention, as most of them are false positive.
This leads to unnecessary overloading of alarms and
the inability to properly assess which ones are
priority. The alarms generated by older
infrastructures do not contain enough context to allow
security analysts to build a comprehensive knowledge
of the attack from a flood of information from isolated
products, each reporting a different aspect of the
attack.

IBM X-Force reported that the coronavirus spam
emails were disguised as official notifications sent by
a disability welfare provider and public health
centers. The email content warns recipients about the
rapid spread of the virus, and instructs them to
download an attached notice that allegedly contains
preventive measures. This spam emails had word
document attachments. The text in the document
contained instructions to click on the enable content
button to be able to view the document. Clicking on
the button installs the Emotet payload using a
PowerShell command [2].

The possibility of a retrospective view is missing

According to the latest Forrester agency report,
53 % of business security leaders said that the biggest
challenge their companies face is the rapid progress
of cyber threats [3].
Cases, when it is not clear how intrusions come in,
seems to appear more and more in Slovakia too.
Small businesses usually have a low level of
security compared to larger businesses, especially due
to high cost and complexity. However, cyber threats

Non-selective retrospective visibility in one
unified system is invaluable. It mimics the
functioning of the human brain - before making a
decision, a person considers what he or she knows
based on his or her previous experience. Modern
systems should work the same way, helping analysts
to effectively detect certain types of threats that can
be only detected by a certain pattern that is created
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are increasingly affecting smaller organizations.
According to Verizon's security attack analysis [4],
smaller businesses represent up to 58 % of data theft
and over 48 % of data breaches in 2018 were due to
direct attacks against Web applications. Web
applications are an attractive target for hackers, as
they are often public applications that require
openness to the Internet to stimulate e-commerce and
business. Back-end databases connected to web
applications are the main repository for sensitive
information such as credit card numbers, personally
identifiable information (PII) and confidential
information covered by intellectual property.
Firewall, VPN, antivirus, IPS, antispam, web
filtering etc. - these traditional, stand-alone security
solutions that any more advanced company should
have, work in an isolated environment with a separate
management interface without a meaningful way to
gather or share threat information with other devices
in network. They were not designed to protect today's
distributed architectures across all attack capabilities.
Insufficient integration slows the response to threats.
Working with these isolated and inconsistent security
systems is overloading SOCs.
How to make security teams more efficient?
In order to avoid detection and to infect systems,
modern attacks use new distribution channels, such as
social engineering, and deploy new techniques such
as multi-tier and file-less attacks. Disruption can
occur in minutes or seconds. To effectively detect and
defend against these attacks, it is necessary to
coordinate, automate security and ensure automatic
response to potential threats so that attacks and
incidents can be identified and isolated in real time.
Companies invest in various non-conceptual systems.
They lack automation to maximize resource
utilization and the ability to quickly detect and
respond to today's cyber threats. Security officers
need a unified system designed solely for detection
and response to provide them with:
 Deep visibility of network events and endpoints in
real time.
 The depth visibility of events on the network and
endpoints retrospectively.
 Various coordinated threat detection techniques at
each stage of the attack (Cyber Kill Chain).
 Automatic correlation and evaluation of networkbased threats that actually attacked endpoints.
 Grouping of redundant and related security alarms
into a conclusion that can be further processed as
a single alarm.
 All information, including context, tools needed
to investigate and block an attack in a single
screen.
What will ADR bring you?
In order to stand up in times of cyber attacks,
Automated Detection and Response (ADR) systems

need to be deployed as a major security tool for
security teams. Quickly identify suspicious actions,
validate threats by a number of criteria, automate
corrective action, and step-by-step analysis or
proactive threat detection will bring you lower
response costs, human resources, less threat to
company reputation, less and shorter business
disruption, tangible results after a few days and
increasing the efficiency of SOC.
Deep and wide visibility
The ADR system must provide us with
independent visibility of what is happening in
networks, but also at endpoints - in both virtual and
physical environments. Deep visibility means
keeping track of packets that pass through the
network, network connections and content, including
content hidden deep in files that is not visible in
packets. Broad visibility means having an overview
of all network protocols and ports, including nonstandard and unknown proxy passes, both inbound
and outbound. For endpoints, the term "depth" means
having an overview of processes, memory, storage
media, file manipulation, network activity, registry
changes.
Real-time visibility and retrospective
In order to detect security incidents effectively, it
is necessary to provide visibility not only of what is
happening now but also of what has happened in the
past. The system must non-selectively retain detailed
information describing what happened on the
network, endpoints, regardless of whether it was
considered suspicious or not. This will allow security
teams to go back in time to detect threats based on a
behavioral pattern and take advantage of sequence
analysis.
Correlation, validation and consolidation
Effective action by security teams requires a
single platform to provide information and
acceleration. However, providing information does
not mean giving as many alarms as possible and
hoping that the correct information will be hidden and
revealed somewhere. Providing information means
maximally filtering out noise, useless information and
false alarms while combining content, context,
telemetry and valid findings.
Effective threat detection
In many cases, companies do not even know that
they are victims of cyber attacks. Detecting past and
future attacks, detecting and preventing all phases of
the attack cycle, or continuously mapping the
network with its activities are key elements for
effective threat detection. It can be done by
automatically analyzing or comparing threats with
new signatures and rules.
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Identification of "patient zero"
By identifying the first “victim” along with the
size and extent of the attack, you will be able to detect
the depth and severity of the incidents and start taking
corrective action immediately.
Ability to determine what happened
Confirming that the attack had a real impact on
society is the most important step before the reaction.
Confirming detected attacks is time-consuming and
knowledge-intensive. Usually, the cooperation of
several organizational units within the company is
necessary. For the security teams to be effective, it is
necessary to automate validation steps and
automatically monitor and evaluate attacks,
suspicious and malicious behavior from detection
points to their manifestations on endpoint systems.
Immediate reaction
Be able to respond to the incident yourself. This
can reduce the investigation time from the original
few weeks to a few hours. Automatic validation,
correlation, and threat data collection make it possible

to respond significantly faster. This will increase the
effectiveness of security specialists through
immediate response.
4 PREDICTION IN THE IT WORLD
The estimation of developments in the IT world
is very fast. It is hard to guess what to expect and what
to prepare for. What do the closest forecasts look like?
Fast market growth in the cloud space
With the introduction of cloud computing
infrastructure, a rapid growth in the cloud security
market is expected. IDC Research predicts that global
public cloud services spending reached $ 210 billion
in 2019 and that by 2020 more than 90 % of
businesses will use multiple cloud services and
platforms. Software as a Service (SaaS) is be the
largest category of cloud computing, capturing more
than half of all public cloud spending in 2019.
Infrastructure as a Service (IaaS) is the second largest
category of public cloud spending in 2019, followed
by Platform as a Service (PaaS) [5].

Fig. 1 The top industry based on market share
Source: authors.

Increased traffic inside networks
As local environments continue to evolve and
become private clouds, network traffic flows will
gradually shift from traditional north-south to eastwest. By 2021, up to 86 % of total traffic from data
centers will be east-west instead of north-south.
Proper control of all east - west operations to ensure
proper load segmentation will easily expand the
current market for data center security in the north south direction by up to four times.
The boom of IoT devices
IoT devices are expected to increase. With its
steep rise in corporate networks, the answer to what
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is on the network has never been more difficult
or important. IoT devices are naturally insecure,
so their identification and segmentation are required
to prevent east-west infection.
The rapidly evolving threat environment penetrates
vulnerable endpoints
According to Gartner, by 2021, the trend will
continue that 99 % of exploited vulnerabilities have
been known to security and IT professionals for at
least 1 year. Maintaining endpoint hygiene is
becoming increasingly demanding. As a result of the
separation of functions, network security teams
usually do not have much control over "patching" and
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have little control over the freedom of action in end
use. At the same time, however, IT has to deal with
leaks from broken endpoints [6].
Lack of qualified cyber security personnel
Organizations are exposed to the growing need for
experienced cyber security personnel in the future,
but are faced with an ever-decreasing global supply
of resources. Many organizations either are seeking
to outsource NOCs and SOCs, or are looking for
better solutions that can keep pace with a constantly
evolving threat environment.
In 2019, damage caused by ransomware will
increase
Global damage from ransomware was forecast to
exceed $ 5 billion in 2017 - compare to year 2015 it
was only $ 325 million. This is a 15-fold increase in
just two years and the future will be even worse.
Damage is expected to rise to $ 11.5 billion by 2019,
with one enterprise expected to fall victim to
ransomware every 14 seconds [7].
Myths and facts
Myth:
Community, unsupported versions of technology
or products are free.
The fact:
The result is significantly more costly to
implement than technology from a trusted or reliable
partner, where in the pre-production stage everything
is ready for deployment, including available technical
and educational support from the partner.
A reason:
 Community versions are changing fast.
 The need to frequently operate and update the
environment.
 Lack of expertise.
 More work with content.
For reflection:
It is worth considering how the platform under
consideration is compatible with other technologies.
Choice and possible changes in the tools used and the
benefit of everything that is available today and in the
future is essential
Surveys Say Organizational Inertia Weakens Cyber
Security Defenses
Inertia, by definition, indicates resistance to
speed, direction or motion. It can creep in over a
period of time and become an established behavior in
an organization. There were found specific examples
of cyber security inertia which, if not addressed,
could hinder an organization’s ability to detect and
contain threats that break through the perimeter [8].

A key finding of published reports is that nearly
half (46 percent) of organizations rarely make
substantial changes to security strategy—even after
being hit by a cyber attack. This represents a failure
to learn from past incidents that puts sensitive data,
infrastructure and assets at risk; a consequence that
respondents recognized, with the same proportion—
46 percent—saying their organization can’t always
prevent attackers from breaching internal networks.
Another worrying discovery is that more than a
third (36 percent) of organizations store usernames
and passwords for privileged user accounts in word or
excel documents on company PCs. These privileged
credentials deliver fast-track access to networks and
systems across the enterprise, making them a
tempting target for attackers.
Speaking of raising the odds of an attack
succeeding, it is surprise to find a growing number of
organizations grant users administrative rights on
their endpoint devices. It was found that, on average,
87 percent of users are allowed these rights. With
advanced malware attacks over the past year, such as
WannaCry and NotPetya, greater prioritization
around blocking credential theft is necessary to
prevent attackers from gaining access to the network
and initiating lateral movement.
Removing inertia requires businesses to build and
sustain a pervasive culture of cyber security that is
driven by executives and the board. This should be a
top-down initiative supported by clearly defined and
communicated security strategies and actively
executed with participation by employees companywide.
5 MITIGATING CLOUD
VULNERABILITIES
The Organizations must consider cyber risks to
cloud resources, just as they would in an on-premises
environment – including how they approach
privileged access management.
This message
reinforces our long-held view that no matter where
they “live” – on-premises or in the cloud – privileged
accounts must be protected.
A cloud adoption introduces a host of new risks
that must be understood and addressed. It places
strong emphasis on the shared responsibility between
organizations and cloud providers in protecting
applications, data and other sensitive information in
the cloud.
The shared responsibility model illustrates that,
while cloud providers are responsible for the cloud
infrastructure, organizations are still accountable for
the security of certain services and sensitive data
stored in public clouds, such as configuration,
applications, data and environments.
The cloud vulnerabilities were categorized into
four main groups– misconfiguration, process access
control, shared tenancy vulnerabilities and supply
chain vulnerabilities. These groupings take into
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account both how often these vulnerabilities occur
and how sophisticated a cyber attacker has to be to
take advantage of them.
 Misconfiguration: one of the most prevalent
vulnerabilities in cloud environments today,
misconfigurations offer attackers the path of least
resistance and so require very little in terms of
sophistication from the attacker.
These
misconfigurations often arise from either policy
mistakes or misunderstanding of the security
responsibilities on the organizations side. These
misconfigurations can result in several issues
from denial of service to account compromise. If
an attacker can abuse a misconfiguration to
compromise a single privileged user, for example,
they will use these credentials to compromise a
cloud management console or – worse —
ultimately take over control of the organizations
cloud environment.
 Poor Access Control: these attacks almost always
involve privileged access. The prevalence of this
attack is widespread and it requires only moderate
sophistication from the attacker. They look for
opportunities to exploit weak authentication and
authorization methods. Once they gain a foothold,
attackers will start to escalate privileges, move
laterally through the environment and, ultimately,
compromise as many cloud resources as possible.
For example, an attacker can bypass multi-factor
authentication (MFA) by evoking a password
reset where only single factor authentication is
required to reset credentials.
 Shared Tenancy Vulnerabilities: adversaries who
are able to determine which software and
hardware components are used in a public cloud
hypervisor could take advantage of vulnerabilities
to elevate privileges in the cloud. The reports note
that while there have been no reported
compromises in any major cloud computing
platform, security researchers have demonstrated
both hypervisor and container breakouts. A recent
example of this was CVE-2019-1372, where the
attacker could remotely execute code, bypassing
the sandbox, and CVE-2019-1234 where attackers
could make requests to the internal Azure Stack
resources. Both examples here have since been
addressed.
 Supply Chain Vulnerabilities: supply chain
vulnerabilities in the cloud include attackers
inside the supply chain and backdoors
intentionally installed in hardware and software.
While infiltrating the supply chain is not usually
an attacker’s ultimate goal, if the attacker can get
the cloud provider to install hardware with a
backdoor, it makes all other controls useless.
However, as it was noted previously, cyber
attackers will almost always seek the path of least
resistance to carry out their mission. That usually
involves abusing misconfigurations or privileged
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access instead of turning to highly sophisticated
methods such as inserting an agent into the cloud
supply chain.
The securing cloud instances is an ongoing
challenge. The guidance offered by a security
organizations is helping to demystify some of this and
– maybe even more importantly – provide
prioritization to the most susceptible areas so
organizations know where to optimize their security
resources [9].
Data Privacy Day: Data Protection Lessons from the
2010s
Data protection standards have come a long way
since 1981, especially in the last couple of years with
GDPR and CCPA – two regulations that extend the
rights of individuals to better control and protect the
use of their personal data in the evolving digital
landscape. It’s generally believed that GDPR and
CCPA are laying the foundation for further
groundbreaking regulations.
And it makes sense. According to Business
Insider, “of the 15 largest data breaches in history, 10
took place in the past decade.” These breaches
collectively resulted in the loss of nearly 4 billion
records [10].
 2016: Uber Breach – while it was disclosed in
2017, Uber suffered a breach in 2016 that exposed
personal information belonging to 57 million
drivers and customers. Attackers stole names,
email addresses and phone numbers and
demanded a $100,000 ransom. To add insult to
injury, Uber also was fined nearly $150 million
for not disclosing the breach earlier.
Lesson learned - don’t store code in a publicly
accessible database. Uber data was exposed
because the AWS access keys were embedded in
code that was stored in an enterprise code
repository by a third-party contractor.
 2017: Equifax Breach – several tech failures in
tandem – including a misconfigured device
scanning encrypted traffic and an automatic scan
that failed to identify a vulnerable version of
Apache Struts – ultimately led to a breach that
impacted 145 million customers in the US and 10
million UK citizens.
Lesson learned - get security basics right. Despite
cyber attacks becoming more targeted and
damaging, organizations are frequently still
ignoring the security basics. Patches need to be
applied promptly and security certificates need to
be maintained. This breach also inspired elected
officials to push for legislation to tighten
regulations on what protections are required for
consumer data and influenced an increase in
executive accountability.
 2018: facebook’s Cambridge Analytica Breach –
Cambridge Analytica, a British political
consulting firm, harvested the personal data from
millions of peoples’ Facebook profiles without
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their consent and used it for political advertising
purposes. The scandal finally erupted in March
2018 when a whistle blower brought this to light
and Facebook was fined £500,000 (US$663,000),
which was the maximum fine allowed at the time
of the breach.
Lesson learned - Protect user data (or pay up).
Lawmakers claim Facebook “contravened the law
by failing to safeguard people’s information” –
and suffered the consequences. Now there is
placing additional pressure on facebook to stop
the spread of fake news, foreign interference in
elections and hate speech (or risk additional,
larger fines).
 2019: Ecuador Breach – Data on approximately
17 million Ecuadorian citizens was exposed due
to a vulnerability on an unsecured AWS
Elasticsearch server where Ecuador stores some
of its data. While the sheer scale of this breach
made it headlines news, the breadth of exposed
information really made everyone stand up and
take notice. Exposed files included official
government ID numbers, phone numbers, family
records, marriage dates, education histories and
work records. In addition, a similar Elastic search
server exposed the voter records of approximately
14.3 million people in Chile, around 80% of its
population.
Lesson learned - Adhere to the shared
responsibility model. Most cloud providers
operate under a shared responsibility model,
where the provider handles security up to a point
and, beyond that, it becomes the responsibility of
the customer. As more and more government
agencies look to the cloud to help them become
more agile and better serve their citizens, it’s vital
they continue to evolve their cloud security
strategies to proactively protect against emerging
threats – and reinforce trust among the citizens
who rely on their services.
These incidents are just a small sample of the
numerous data breaches that occurred in the 2010s.
Any organization that collects or stores customer
information can learn from these incidents and the
many more like them. Not prioritizing data protection
or simply doing the bare minimum can lead to
regulatory non-compliance fines, or worse – the
destruction of customer confidence and brand
damage. Listening to the lessons of the past can help
us prepare for a more secure future.
How Would You Detect and Impede Ransomware
on an Endpoint?
Malware that encrypts and holds files at ransom
can have devastating effects on personal documents,
customer data and business operations.
One of the ways of detecting the Presence of
Ransomware should consider how the behavior of
file-encrypting ransomware might be different from

the operation of normal programs. Ransomware
probably reads and writes more files than typical
processes on the system. In addition, the encrypted
files it creates have patterns that are different from the
majority of non-encrypted files. That means that antiransomware tool should:
 flag processes that read or write too many files too
quickly, define a threshold of normal file access
activities, and react when it is exceeded.
 flag processes that change files’ entropy values,
encrypted files tend to have a more uniform
distribution of byte values than other files. Their
contents are more uniform. The tool could
compare the file’s entropy before and after the
change. If a modified file has higher entropy, it
might have gotten encrypted, indicating that the
responsible process might be ransomware.
However, the entropy of encrypted files is similar
to that of compressed files; to keep down the rate
of false positives.
When a tool spots the likely presence of
ransomware, it could react to suspected ransomware
by alerting the user and then, if configured to do so,
kill the offending process. Terminating the process
could be risky, though, if ransomware operates by
injecting its code into legitimate processes. This
highlights the importance of coupling antiransomware functionality with techniques that look
for other malicious behavior, such as code injection,
to spot malware even before it exhibits ransomware
characteristics.
If terminating the suspicious process (or thread) is
impractical or undesirable, a tool could interfere with
the potentially-malicious code by slowing down its
interactions with the file system. This would give the
endpoint’s user time to decide whether to terminate
suspected ransomware, turn off the system or respond
in some other way.
Another way of impeding ransomware was
proposed on the Free Forensics blog. This method
involves setting up infinitely-recursive directories by
taking advantage of certain features of the Windows
file system. Ransomware that attempts to traverse the
file system to locate the files it needs to encrypt will
get stuck in such a sinkhole, giving the victim the
opportunity to react to the infection [11].
Anti-Ransomware in the Real World
Any methods for detecting and impeding
ransomware cannot be foolproof, as is the case with
any anti-malware technology. For instance,
ransomware authors could adjust their code to stay
under the threshold anomalous file access. Many
aspects of information security have such actionreaction dynamics, which might be the reasons why
the majority of anti-malware vendors rarely reveal
details about their inner-workings.
While the techniques outlined above might sounds
reasonable and achievable in the context of a single
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endpoint, creating a product that can be deployed on
many personal or enterprise systems drastically
increases the endeavor’s complexity. For example,
the tool would need to have a practical way of dealing
with false alarms where legitimate processes exhibit
ransomware-like behavior or compressed files
resemble encrypted ones.
The expectation is that commercial anti-malware
vendors are creating or have already developed more
sophisticated methods for dealing with ransomware,
and have techniques that are more elaborate than what
I described in this article. Those who remember the
early days of spyware might recall standalone antispyware tools that were later merged into mainstream
antivirus products. Similarly, anti-ransomware
capabilities are becoming an essential feature of
modern Internet security suites and anti-malware
products.
6 CYBER SECURITY IN ARMED FORCES
ACADEMY ENVIRONMENT
Educational institutions depend on computer
networks and technologies to provide their students
with university news, activities, emails, courses,
academic year calendar, academic staff, student's
marks and other personal information stored on their
computer systems. Therefore, these systems need to
be protected against a number of threats. It could be
used by an adversary not only to affect the
organization’s assets by stealing their sensitive
information, but to also affect the organization’s
financial side. Therefore, every organization using
information systems must take information security
seriously. The last decade has virtually perceived a
dramatic increase in the number of cyber-security
bugs and cybercrime incidents as well.
Information security awareness is particularly
important for sensitive academic information which
must at all-time be protected from cyber-attacks. This
section briefly presents real examples of cyber
security, as well as information security awareness
and training, within the educational sector.
The period from 01.11.2019 to 29.02.2020 was
chosen for the study and analysis of cyber security in
the AFA environment. The reference databases and
resources of the manufacturer of the implemented
security technology were used for the subject of
evaluation. The CTA (Cyber Threat Alliance) outputs
were used as an additional source as well. The picture
Fig.2 shows the overview of global application usage.
The largest bandwidth is used by ssl communication,
which is encrypted. The risk scale is given by the
manufacturer's technology and is calculated as the
sum of risk calculation weights. Each communication
characteristic is assigned a factor. Picture Fig. 3
shows risk calculation weights and picture Fig. 4
shows risk assignment.
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Fig. 2 The overview of global application usage
Source: authors.

Characteristic
Evasive
Excessive Bandwidth Use
Used by Malware
Capable of File Transfer
Known Vulnerabilities
Tunnels Other Apps
Prone to Misuse
Pervasive
Total

Factor
3
1
4
3
3
2
2
1
19

Fig. 3 Risk calculation weights
Source: authors.

Risk
1
2
3
4
5

Range
0–3
4–6
7–9
10 – 13
14 +

Fig. 4 Risk assignment
Source: author.

The picture Fig. 5 shows threat activity in selected
period of time. As it is shown, the most common
threats are spyware and vulnerabilities. The picture
Fig. 6 shows application using non-standard port,
where worth mentioning that more than 172,6 G bytes
was transferred in 2.0 k sessions with web-browsing
in the port 5000
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Fig. 5 The threat activity in selected period of time
Source: authors.

Fig. 7 The overview – Incoming mail
Source: authors.

Fig. 6 The application using non-standard port
Source: authors.

The FW logs show, that the threat in category
„dns-security“ occurs very often with very high risk
severity. The threat „DNS Tunneling Domain“
occurrence will mean paying more attention to this
type of communication. According to its definition, it
is prone to a command injection vulnerability while
parsing certain crafted HTTP requests. The
vulnerability is due to the lack of proper checks on
HTTP requests, leading to an exploitable command
injection vulnerability. An attacker could exploit the
vulnerability by sending a crafted HTTP request. A
successful attack could lead to remote code execution
with the privileges of the server [20].
DNS tunneling exploits the DNS protocol to
tunnel malware and other data through a client-server
model. This tunnel can be used to exfiltrate data or for
other malicious purposes. Because there is no direct
connection between the attacker and victim, it is more
difficult to trace the attacker’s computer.
An important security threat to this environment
is also e-mail communication. Pictures Fig. 7-10
show executive summary of emails flow.

Fig. 8 The overview – Incoming mail summary
Source: authors.
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Fig. 9 The overview – Outgoing mail
Source: authors.

encrypted sessions to sites with expired certificates or
untrusted issuers.
Already fulfilled measure from the point of view
of increasing email security is the deployment of
other control mechanisms in the form of mail
gateways.
The Academic institutions are also vulnerable to
cyber-attacks; such examples include theft of private
and sensitive information for students and faculty
staff. Thus, in addition to a proper awareness
programs, training, education and policies, the
educational institutions must include all the safety
measures such as, security, privacy, trust, identity
management, audit and digital forensics to satisfy the
legal and social requirements.
Awareness against cyber security incidents and
their consequences should not to be ignored because
it is important to all information security aspects and
also their outcomes could affect academic institutions
sensitive personal information as well.
7 CONCLUSION

Fig. 10 The overview – Outgoing mail summary
Source: authors.

Planned countermeasures of the AFA
The intent of the AFA, as one of the measures, is
planning to use traffic decryption technologies for the
purpose of full visibility and threat inspection. The
best practice security policy dictates to decrypt all
traffic except sensitive categories, which include
health, finance, government, and traffic that is not
decrypted for business, legal, or regulatory reasons,
using decryption exceptions only where required. To
ensure that certificates presented during SSL
decryption are valid, the firewall will be configured
to perform CRL/OCSP (certificate revocation)
checks.
The best practice decryption policy rules include
a strict decryption profile to attach to the
organization’s decryption policy rules, creation of the
separate decryption policies and a separate decryption
profile for sites that use TLSv1.1 so that only the sites
that are legitimately needed for business purposes can
access the network using TLSv1.1. The same is true
about the SHA1 authentication algorithm—only for a
few sites that are needed for business purposes the
SHA1 will be used, separate decryption policies and
a separate decryption profile will be created for them.
For traffic that won´t be decrypted, the no
decryption settings will be configured to block
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Although a considerable amount of research effort
has gone into malware analysis and detection,
malicious code still remains an important threat on
the Internet today. Unfortunately, the existing
malware detection techniques have serious
shortcomings as they are based on ineffective
detection models. Signature-based techniques that are
commonly used by anti-virus software can easily be
bypassed using obfuscation or polymorphism, and
system call-based approaches can often be evaded by
system call reordering attacks. Furthermore, detection
techniques that rely on dynamic analysis are often
strong, but too slow and hence, inefficient to be used
as real-time detectors on end user machines.
Based on the cases, the cyber crime is difficult to
trace, and convict. Although countless resource has
been spent on cyber security, the outcome is
unpromising. The problem with current cyber
security is that it is so passive – it is impossible to win
this war only by defending. Fighting crime should be
a common goal for all countries around the world.
The collaboration is essential to mitigating current
and future risks.
There can be defined “The five pillars of
cybersecurity readiness”:
1. Education and Awareness.
2. Planning and Preparation.
3. Detection and Recovery.
4. Sharing and Collaboration.
5. Ethics and Certification.
Malicious software remains a major threat to
today’s information systems. Detecting and analyzing
dangerous programs is a costly and often inaccurate
endeavor. The difficulty of this task is underscored by
a recent contest challenging participants to figure out
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the nefarious behavior of a particular program that has
already been determined to be malicious in nature
[21]. Often identifying a program (or portion thereof)
as malicious is half the battle.
Apart from providing the necessary protective and
security mechanisms, a good awareness program
must undergo proper designing to provide
compulsory awareness and active training and
education programs for users and employees as well.
The program should be instrumental in developing
and spreading security awareness between them,
employing proper physical access controls, obeying
the security policies and rules as laid down by the
organization to achieve the best security.
The security of information systems is becoming
a leading priority nowadays ever more, where the
number of cyber security incidents rapidly rises and
becomes more and more effective and aggressive than
before. For that, each organization using information
systems must take information security seriously as
their top priority.
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