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Dear readers,

...another year is over and it is time to look back on
what we have done and present our plans for the future.

At present, a scientific journal is not only an
irreplaceable  information channel in  scientific
communication. Its social and scientific significance is
reflected in knowledge application and further scientific
research and development. Publishing papers in
Jjournals is an important part of scientific and research
work as it has an enormous impact on acquisition and
deepening of knowledge. One of its pragmatic reasons is
promotion of ongoing scientific research. Publishing in
scientific papers is an essential part of doctoral studies
and a chance for senior researchers to enhance their
prestige in the scientific world.

New trends in scientific publishing are connected
with new models that are emerging in scientific
communication and publishing. They are influenced
especially by the digital science tools, open access to
scientific information and the Open Science concept as
such. The Open Access and Open Science concepts are
also backed by the European Union. Most European
publishers of scientific journals are planning to publish
open access papers within the Horizon 2020 framework
programme. Advances in information technologies also
lead to development of new means of dissemination and
long-term storage of scientific information, including,
for example, institutional repositories for digital
preservation of scientific knowledge or social networks
as means of distributing scientific publications.

The editorial board of the Science & Military journal
still has the same long-term plan, which is to
continuously improve its quality and make it accessible
to the wider scientific community. Identity and quality
of our journal (like those of any journal) are determined
and developed by the editorial board, authors, reviewers
and last but not least you, dear readers.

In September 2019, the new Decree No. 244/2019
Coll. on the System of Academic Disciplines of the

Slovak Republic came into effect. The systematization of

the fields of study led to definition of a new academic
discipline No. 24 called Defence and Military Science,
which presents a complex field focused on military-
related monitoring, research and education. In this
regard, I would like to invite all the academic staff and
doctoral students to publish the results of their research
work in this field in the Science & Military journal.

Besides  requirements  regarding  continuous
improvement of the journal’s quality in terms of its
content and specialisation, we have set a demanding
goal for the upcoming years, which is to increase the
Jjournal’s impact factor by indexing Science & Military
into the SCOPUS database and the journals indexed for
the Current Contents Connect (ISI).

Dear readers, let me briefly inform you about the
contents of the latest edition, which contains six new and
undoubtedly interesting scientific articles, which have
been successfully reviewed.

The first article titled “An Overview of Hash
Functions Based on Neural Networks” was written by
Jan Astalos, Milo§ Oc¢kay and Radoslav Forgac. The
authors of this paper point out the use of neural networks
Jfor hashing. On the other hand, they draw the attenton

to the lack of independent cryptoanalysis that would
confirm the safety of the neural network approaches.

The second article among the reviewed articles,
which was written by Pavol Lukasik and Miroslav
Marko and titled “Preventive Diagnostics of the
Common Rail Fuel System Injectors”, deals with the
current condition of the fuel system, its issues and
recommendations for further operations. Fuel and
electronic systems of the compression-ignition engines
belong to the highest failure rates group and to the most
economically demanding items in modern vehicles.
From this viewpoint, they deserve a greater attention in
order to prevent break downs, failures and their
premature wear.

The following article titled “Possibilities of
Implementation of Friendly Units’ Manoeuvre in the
Common Operational Picture” by Jan Nohel, Zdenék
Flasar and Petr Stodola describes the possibilities of the
use of information sharing on the network of computer
workstations when planning the manoeuvre routes of
a group of cooperating units with the task to attack the
same target in a military operation.

Another article titled “Use of Data Mining for
Network Behaviour Analysis of Selected Operating
Systems” was written by Julius Barath. The aim of this
paper is to use data mining techniques to obtain
characteristic behaviour patterns of operating systems
with a focus on the communication observed by a remote
observer. Network communication of selected operating
systems is observed, and the list of contacted targets is
recorded.

Among the articles in this issue, you can find the
article written by Jakub Vilimek titled “Small
Unmanned Aerial Vehicles — Threats and Defence
against Them”. The article discusses current small
UAVs (Unmanned Aerial Vehicles) threats and ways of
defence against them. The goal of the article is to define
vital questions, which have to be answered before
designing any UAV protection system.

The author Marek Hargas wrote the article
“Cooperation between the EU and the USA in their
Policy Towards Russia”. The article is focused on the
legislative and institutional background of the mutual
cooperation between the EU and the USA within their
policy framework towards Russia.

Dear readers, I believe that this year’s editions of
the Science & Military journal provided you with the
topics you were interested in. Let me wish you and your
dear ones a very Merry Christmas and success in
achieving your personal and professional goals in the
upcoming new year.

Col. (ret.) Prof. Eng. Marcel HARAKAL, PhD.
Chairman of the editorial board
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AN OVERVIEW OF HASH FUNCTIONS BASED ON NEURAL NETWORKS

Jan ASTALOS, Milo§ OCKAY, Radoslav FORGAC

Abstract: Increasing availability of hardware solutions for calculation of hash functions and the evolution of quantum
computers bring the demand for strong cryptographic hash functions, resistant to brute-force attacks. One of the possible
approaches is to utilize the properties of neural networks to construct hash functions. The authors of this paper point out the
use of neural networks for hashing. On the other hand, they draw the attention to the lack of independent cryptanalysis that

would confirm the safety of the neural network approaches.

Keywords: Hash function; Neural network; Chaotic maps; Cryptanalysis; Cryptography; Digital signature.

1 INTRODUCTION

There are basically two main methods usually
used for electronic data authentication: digital
signature and hash-based message authentication
code (HMAC) [18].

A digital signature creates fixed-length bit string
(otherwise called digital fingerprint or hash) by using
cryptographic hash function and subsequent digital
signing of the hash using a cryptographic key. The
digital signature is typically distributed along with the
original file. To verify the file's authenticity, it is
necessary to know the hash function, the verification
function of the digital signature and the verification
key. In order to verify the authenticity of the signer,
digital signature uses asymmetric encryption with the
private key and the public key pair. The private key is
used to create the signature. The public key is used
for the authentication. Hash and signature verification
functions are usually made public. In practice, the
public key is digitally signed by a trusted certification
authority.

The hash-based message authentication code is
calculated using a cryptographic hash function in
combination with a secret key. Similarly to digital
signature, HMAC can be used to verify the data
integrity and authenticity. However, it does not offer
the possibility to verify the sender's identity because
it uses symmetric key. It is mainly used for the
exchange of messages. The secret key needs to be
delivered securely to the recipient of the message in
advance.

Cryptographic hash functions are algorithms that
calculate hash from data with arbitrary length [1].
Hash is usually smaller and therefore, there are
certainly two different inputs that give the same
output. This is called collision of hash function. The
ideal cryptographic hash function should meet the
following key features:

e [t is deterministic, which means that it always
gives the same output for the same input.

e Its calculation is fast enough for input data of any
length.

e It is practically impossible to generate an input
giving a specific output.

e  Small change in the input data should change the
output so much that it cannot be observed by any
relation with the original output.

e [t is not feasible to find two different inputs with
the same output.

Hash functions used in cryptography are
constantly evolving. The functions that have been
considered safe for a long time (for example MDS5 or
SHAT1) were proven to be insufficient. At the time of
writing this paper the hash functions that are
considered safe are for example:

e Secure Hashing Algorithm (SHA-2, SHA-3)
[14].

e RACE Integrity Primitives Evaluation Message
Digest (RIPEMD) [15].

e BLAKE2[16].

In 2007, the National Institute of Standards and
Technologies in the USA (NIST) announced the
competition for a new hash function SHA-3, which
would complement the older SHA-1 and SHA-2
functions. The winning algorithm is a subset of a
group of cryptographic functions Keccak. It is based
on the "sponge" principle. For the subject of this
paper it is important to note that none of the 51
candidates was based on neural networks.

Increasing availability of hardware solutions to
calculate hash functions (such as Application-
Specific Integrated Circuit ASIC) also increases the
need for strong cryptographic hash functions resistant
to brute force attacks. Another threat to cryptographic
hash functions are quantum computers. Although the
sufficiently large quantum computer for breaking
SHA-256 (SHA-2 with 256 bit output) is currently
not available, in the relatively near future it could be
constructed. This caused formation of a new
cryptography branch dealing with cryptographic
functions resistant to attack by quantum computers —
post quantum cryptography. The cryptographic
function is considered quantum safe, if the quantum
algorithm that would reduce the computational
complexity of the function calculation is not known.
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2 NEURAL NETWORK BASED HASH
FUNCTIONS

The features of neural networks like confusion,
diffusion and compression were utilized in the design
of encryption algorithms. Stream and block ciphers
are good examples [5]. In addition, neural networks
also exhibit the features of one-way functions. If
a neuron has multiple inputs and only one output, it is
fairly difficult to retrieve input data from the known
output. Compression function is given by the fact that
the number of neurons in output layer is smaller than
the number of neurons in the input layer.

Output Layer

Input Layer Hiclden Layer

Fig. 1 Three layers neural network [5]

The first attempts to use neural networks for hash
functions started in 1998 [2] with cellular networks.
In 2002 there were experiments with using perceptron
networks [3]. The origin of chaos based hash
functions also belongs to the same period. The
interesting feature of a deterministic chaotic system is
that it can generate a sequence of pseudorandom
numbers based on the input key, while the sequences
generated with different input keys also differ.
However, the same key always generates the identical
sequence so it can be used to generate parameters of
the neural network. Thus the chaotic systems and
neural networks form a good pair for the construction
of the strong hash functions [4].

Figure 2 shows the hash function based on
a neural network with three layers and a chaotic map.

User Key
K Key Generator
Wo | Be] Qy Wil B Q W2l Bof Qs
Yyvy . Y YNy Yyvyy
C D
P Input Layer B Hidden Layer - Output Layer — H

Fig. 2 Hash function proposed in [5]

Key generator creates weights Wi, biases of
neurons B; and control parameters for the chaotic map
Qi based on the encryption key. Chaotic map is used

as a transfer function. The transfer function uses at
least 50 iterations in an input and output layer.
Extension to multi-block mode is shown in Figure 3.
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Fig. 3 Multi-block hash mode [5]
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Transfer function iterations and the block pipeline
prevent the effective parallelization. Figure 4 shows
the algorithm modified for parallel processing.
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Fig. 4 Modified parallel algorithm [7]

The key feature is to separate the calculation of
block hashes K; and the combination of hashes to final
hash Hs so that the computationally complex
generation of block hashes can be done in parallel. In
contrast with the three-layer neural network
approach, the neural network in this example has only
two layers. Piecewise linear chaotic map (PWLCM)
is used as a transfer function.

wr 64~

Fig. 5 Chaotic neural network structure of the block
hash function [7]

Chaotic system can also be used to generate
parameters of neural network [8] (Fig. 5). This
approach uses 4D one-way coupled map lattices
(OWCML) in conjunction with the chaotic tent map
(CTM) (Fig. 6).
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Fig. 6 OWCML in conjunction with CTM [8]

Another approach uses cellular neural network
(CNN) [2]. In contrast with the multi-layer perceptron
model, in this case the neurons form an
interconnected cellular grid (Fig. 7). A possibility to
use Field-programmable gate array (FPGA) for
implementation is a primary advantage of this
approach. Hash function in this case is based on
Cartesian authentication code proposed by B. den
Boer [17]. It has been implemented using CNN
Universal Machine.

Fig. 7 Cellular neural network scheme [6, 8]

The combination of cellular neural networks and
chaotic systems were also studied [6, 8]. Yang’s
solution is based on generating of chaotic sequence
by iterating of cellular neural network by Runge-
Kutta algorithm followed by iterating of chaotic
sequence with the input message. According to the
authors, chaotic sequence generated by basic chaotic
systems may include loops and simple neural
networks may not be robust enough against the
attacks.

The combination of both approaches called
Hyper-chaotic cellular neural network (HCCNN)
(Fig. 8) shows a strong diffusion stability over
solutions based solely on chaotic systems.

Fig. 8 Phase portraits of the HCCNN [6]

Parallel solution of hash function based on chaotic
CNN is proposed in [12]. The input message is
expanded by iterating the chaotic logistics map and
then divided into 512-bit blocks, which are processed
in parallel. The blocks are divided into 32-bit
numbers, which are used as an input to a 4-
dimensional chaotic “cat” map. By iterating the map,
we get inputs into a 4-dimensional cellular neural
network (4-D CNN), that displays chaotic dynamics

(Fig. 9).

| M, | M, ‘ s | M.,
Initial values
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£1%) Compression Function |

E—

124 bits

HiM)

Fig. 9 Structure of the parallel Hash algorithm [12]

Another approach uses a recurrent neural network
(RNN) [10]. Unlike the classic forward model, this
solution utilizes RNN's ability to memorize the
previous state of neurons as well as link the network
output to the input. Neural network parameters
(synapses weights, biases) form a secret key that must
be safely transmitted to the recipient of the message
(Fig. 10). This solution has only been experimentally
verified on text messages. To use it for the
verification of authenticity of image data, it will be
necessary to perform its cryptanalysis.

Input Hidden Output

512 bits of
the input
message

Message
digest

Hash value
from previous
step

Fig. 10 The structure of the recurrent neural network for
hash function generation [10]
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Two hash functions based on chaotic neural
networks using Merkle-Damgard (MD) construction
(Fig. 11) with three output schemes (CNN-Matyas-
Meyer-Oseas, Modified CNN-Matyas-Meyer-Oseas
and CNN-Miyaguchi-Preneel) were proposed in [11].

a CNN -Matyas-Meyer-Oseas b Modified CNN-MatyasMeyer-Oseas € CNN -MiyaguchiPrensel

Fig. 11 The Merkle-Damgard compression functions
proposed in [11]

The first function is created using a two-layer
chaotic neural network and the second function is
created using a single-layer network and non-linear
functions (Fig.12).
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Fig. 12 Keyed hash function based on two-layer CNN
with MP output scheme [11]

Neurons use a chaotic activation function based
on the "Discrete Skew Tent" map (DSTmap) and the
Discrete  Piecewise = Linear  Chaotic =~ Map
(DPWLCmap) (Fig. 13).

PikeT  Wike?

Fig. 13 Detailed structure of the neuron in an input layer
of the two hash functions proposed in [11]

3 CRYPTANALYSIS OF HASH FUNCTIONS

Although the authors of hash functions often
claim that their functions meet the requirements of
cryptographic hash functions, in many cases it has
been proven by cryptanalytic methods that this is not
the case. The cryptanalysis of hash functions
analyzes:

e Simplicity of calculation — how complex the
calculation of the hash function is.

e Preimage resistance - the complexity of finding
a message for a given hash.

e Second preimage resistance - the difficulty to find
the second message with the same hash as the
given message.

e Collision resistance - how difficult it is to find two
different messages with the same hash.

Several works have been devoted to cryptanalysis
of hash functions based on neural networks. For
example, [9] analyzed the parallel hash function from
[7], and there were identified three problems. The first
problem is that the hash function only works if there
is a number of blocks in a message greater than or
equals to two. The authors propose to solve this
problem by changing the calculation parameters for a
chaotic map. The second problem is a large set of
weak keys which need to be excluded. The third
problem is poor resistance against the forgery attack.
The authors proposed a modification that will
increase the resistance of the original algorithm
(Fig. 14).

The important parameter for comparing the
cryptographic hash functions is their computational
complexity. It is specified in computing cycles per
byte (cpb) and it is usually different for different size
of input data. It also depends on CPU type, compiler
and compiler options used. Although the authors of
hash functions sometimes compare their hash
functions with other hash functions in the terms of
computational complexity, if they don’t publish the
source code and the conditions under which the
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measured values have been achieved, it is difficult to
verify their results. Nevertheless, the published
results [11] show that hash functions based on neural
networks are generally more computationally
complex than standard hash functions (e.g. SHA2-
256).

:Original scheme
Ve .i- }1{1 .i. 1112 -I. 111:’
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............................... I.]..... B e
)
key
BlockHash Improved scheme

Fig. 14 Modified parallel hash function [9]

Another approach to improving the parallel hash
function from [7] is using two-layer chaotic neural
network with 4 neurons in its input and output layers
(Fig. 15) as a hash mixer [13].

Fig. 15 Two-layer chaotic neural network used as hash
mixer [13]

4 CONCLUSION

Cryptographic hash functions have been and still
are the subject of an intensive research. The use of
neural networks is mostly combined with the use of
chaotic systems to increase the confusion of the
resulting algorithm. In some cases, multiple chaotic
systems are used at the same time to increase the
complexity of the hash algorithms. Although the
authors present their hash functions as safe,
cryptanalysis in some cases revealed serious
shortcomings. The source code unavailability also
makes it difficult to verify the performance
parameters presented by the authors.

Neural networks based cryptographic functions
are an interesting research topic and new solutions

will be surely proposed in the future. However, for
real world deployment it is recommended to use only
the hash functions that have undergone cryptanalysis
and their implementation was a subject of security
audits and intensive testing.
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PREVENTIVE DIAGNOSTICS OF THE COMMON RAIL FUEL
SYSTEM INJECTORS

Pavol LUKASIK, Miroslav MARKO

Abstract: Fuel system and electronic systems of the compression-ignition engines belong to the highest failure rates group and
to the most economically demanding items in modern vehicles. From this viewpoint they deserve a greater attention in order
to prevent break downs, failures and their premature wear. Modern diagnostic tools provide us lots of essential information
about current system condition via electronic control units. This issue also relates to company vehicle - Citroén Jumpy 2.0 HDi
(Common Rail), which has been used for more than 12 years by Department of Mechanical Engineering (Armed Forces
Academy of general Milan Rastislav Stefanik, Liptovsky Mikulas, Deminova). It is recommended to run the diagnostics of the
fuel system and its regular monitoring in spite of low mileage (45 500 km). This article deals with actual condition of the fuel

system, its issues and recommendations for further operation.

Keywords: Compression-ignition engine; Common Rail; Injector; Nozzle; Diagnostics; Fuel additive.

1 INTRODUCTION

Common Rail is a direct diesel injection system
with high pressure fuel rail and -electronically
controlled valves for compression-ignition engine.
The system was first introduced into production series
in 1997. The system is thanks to its advantages being
used by most of the manufacturers today [1].

The high-pressure fuel rail accumulates fuel under
high pressure ratios. At the same time, it absorbs
oscillation of the fuel pressure via stored fuel, which
is caused by its transportation and the injection itself.
The fuel rail is shared among all the cylinders and the
fuel pressure is maintained at the constant level (+
2 %) despite high output demands. This way the
pressure remains constant. The fuel injected into
cylinder is dispersed better into small particles and
therefore makes a more flammable mixture. The
electronic valve control enables better management
of the moment, duration of the valve open phase and
it enables to split the amount of the fuel required for
one cycle into a number of doses. Therefore, a higher
efficiency and torque is achieved. A lower fuel
consumption, sound level and emissions are a non-
negligible advantage [1]. As a disadvantage we can
mention acomplex injection system. To achieve
constant pressure in the system a specific power must
be maintained, resulting in loss of overall engine
efficiency. In case of damaged injection valve
(jammed or clogged) there is a chance of constant fuel
leak into the combustion chamber. Additional
securing of the system is not possible. Depending on
the type of the “constant fuel leak fault™, there is
a chance of engine failure in short time. The injectors
are prone to clog overtime. Therefore, the system is
very susceptible to fuel purity and quality [1].

2 INJECTORS CARBONIZATION ISSUE

During the process of diesel combustion, a carbon
deposits build up (carbonization) occurs in the
surrounding of the injectors and in the openings itself
in the combustion chamber. The deposits have
a negative impact on engine efficiency resulting in

lowered fuel flow, change of the fuel injection
direction — emission deterioration, increased fuel
consumption and damaging the engine. The carbon
deposits build up can be relatively suppressed using
the right detergent additives, that are added during the
diesel production process or they can be bought on
the market and added from time to time by user [2].

Certain portion of the deposits build up in the
combustion chamber and the injectors have, except
the impurities and operating factors (such as driving
at low engine speeds and short distance vehicle runs),
also biocomponents (fatty acid methyl esters —
FAME), which are fuel manufacturers obliged to add
into the diesel in order to reduce emissions in
accordance to EU legislation. Content of the FAME
biocomponents in the diesel can be at the level of up
to 7 % in volumes. There are currently no announced
major changes in the diesel quality. Tightening of
some quality requirements may occur, especially
those affecting injection system. Especially vehicles
manufacturers in “Worldwide Fuel charter* require
the tightening of the lowering impurities content,
increased cetane number and lubricity requirements
[3].

An example of damaged piston is shown in Figure
1 as aresult of defective fuel dispersion caused by
polluted injector nozzles. Polluted nozzles cause
sharp uneven jet of the fuel shown in Figure 2, that
may cause melting off of the piston material and
consequently damaging the engine.

Fig. 1 Damaged piston (illustrative photograph)
Source: [11].
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Before

Fig. 2 Injector operation before and after the use of
additive (illustrative photograph)
Source: [7].

Injection Common Rail fuel systems operate most
of the time in the pressure range between 180 Mpa
and 250 MPa. Generally, for compression-ignition
engines (without the high-pressure fuel rail) with high
range of engine operating speeds, the pressure of
injections are correlated to the engine speeds — the
higher engine speeds, the higher pressure of injection.
It is aresult of increased speed of the fuel flow
through the injection nozzle. The fuel jet coming out
of the injection nozzle reaches speeds of exceeding
400 m/s and disperses — the fuel jet disintegrates into
numerous very small drops in form of a mist [4].

d,’

_ ziz"ni. 6

d. =_—_ 6
. Z:iz‘n,.-di2

7oL 2nod’

32 2
6 z}’l,nd,. (1)

d ;, — middle size of drop parameter
n, — engine speed

d, —nozzle diameter

In terms of creating a mixture, the d 5, - middle

size of drop parameter is the most significant
parameter. This parameter is characterized by
mathematical equation (1). This value depends most
on the pressure of the injection and also on nozzle
outlet hole diameter. Degree of dispersion — middle

size of drop parameter d 5, has acrucial role in

adjustment of the fuel pre-injection. Clogging of the
injector outlet holes therefore has a huge impact on
the fuel dispersion starting with pre-injection up to
the full injection dose during the operating cycle [4].

Fuel injection volume 1is characterized by
mathematical equation (2) described by total duration
of injection (in time) depending on the nozzle design,
nozzle outlet hole area and indicated injection speed

[5].
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V,a — fuel injection volume
Wy, — injection speed
S

T, — duration of injection

. — hozzle hole area

U — nozzle parameter

It is apparent from the equation (2), that any flow
restriction caused by carbon deposits has, except
defective fuel dispersion, an impact on lowered fuel
supply of the injector into the combustion chamber.
In this case the insufficient fuel supply of the injector
must be compensated by the other injectors. Such
as forced fuel compensation by the Engine Control
Unit (ECU) is undesirable in the long run in terms of
uneven engine load, as well as in terms of its
durability. The uneven fuel supply between injectors
should not exceed 15 % while the engine is operating.

2.1 Experiment and fuel system additive testing

One of the most common avoidable issue among
the injectors is burned carbon on the nozzle tip. Well
established method of regaining operational
condition of the injector is use of ultrasound
technology with decarbonizing liquid. There is no
mechanical damage of the nozzle thanks to this
technology, therefore the nozzle tip is not scratched.

A chemical treatment is recommended first in
case the injectors do not show ahigh rate of
carbonization — an application of prescribed fuel
system additive. We decided to test commercially
available German brand additive P2101 CRDSC (Fig.
5). Two prescribed doses were added to the Citroén
Jumpy fuel tank during the monitoring.

The vehicle (Fig. 4) made 1649 km during this
period mostly on highway roads in Slovak and Czech
Republic. From the first measurements it is slightly
deteriorated (probably as aresult of the additive
cleaning processes ), in comparison to the baseline
condition. Gradually the results were better and the
fuel supply differences between the injectors were
compensated. (Fig. 6, 7).

However the last measurement showed a slight
deterioration, which was attributed to the extremely
demanding vehicle operation and overheating of the
engine on purpose of purging at high engine speeds
(more than 4000 rpm) during the last measurement
on the Deminovd — Liptovsky Hradok route
(probably as aresult of the additive cleaning
processes).
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(1} High-pressure sump

3} High-pressum e

Fig. 3 Diagnostic kit Hella Gutmann Mega Macs PC
Source: [10].

Company car tested (Armed Forces Academy of General M. R. Stefanik, Department of Mechanical
Engineering, Deménova): Citroén Jumpy 2.0 HDi

Engine 2.0 HDi specification:

e Power (kW): 88 kW
Horsepower: 120 hp
Horsepower: 118 bhp
Rev. at Max Power: 4000/min
Torque: 300 Nm
Torque (Ib-ft): 221 Ib-ft
Rev. at Max Torque: 2000/min
Displacement: 2 1
Displacement: 1997 cc
Number of Cylinders: 4
Number of Valves per Cylinder: 4
Bore: 85 mm
Stroke: 88 mm
Compression Ratio: 17.6 :1
Common Rail Diesel System

§ 8 B3l

Fig. 4 Monitored vehicle Citroén Jumpy 2.0 HDi
Source: authors.
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(the content of the individual constituents in the additive)

Diesel additive tested: P2101 CRDSC - Common Rail Diesel System Clean and Protect

Chloroalkanes are UVCB substances (Substances of
Unknown or Variable Composition) with varying chlorine
contents (up to around 70 % by weight) and carbon chain
lengths (between C10 and C13). They are yellowish oily
liquids, runny or thick, without a distinct melting point, but
undergo a process of thickening at temperatures below
35 °C.

N-alkanes in organic chemistry, an alkane, or paraffin
(a historical name that also has other meanings), is an acyclic
saturated hydrocarbon. In other words, an alkane consists of
hydrogen and carbon atoms arranged in a tree structure in
which all the carbon—carbon bonds are single.

Xvlene is a clear, colorless and highly volatile mixture of
xylene isomers with a characteristic odor. Its toxicity is much
less compared to benzene. Xylene is flammable at room
temperature; therefore, it constitutes a fire hazard. It is
insoluble in water but mixes readily with many organic
solvents.

Toluene is a clear, colorless, water-insoluble and highly
volatile liquid with a characteristic sweet and pungent odor.
It is an irritant to the eyes, skin, nose and lungs. Toluene is a
dangerous fire hazard and can lead to flashback due to its
heavy vapor. It is an aromatic hydrocarbon that is widely
used as an industrial feedstock and as a solvent.

Phenols in organic chemistry, phenols, sometimes called
phenolics, are a class of chemical compounds consisting of a
hydroxyl group (— OH) bonded directly to an aromatic
hydrocarbon group. Phenolic compounds are classified as
simple phenols or polyphenols based on the number of
phenol units in the molecule.

Fig. 5 Tested additive P2101 CRDSC
Source: authors.

Table 1 Measured vehicle’s operation intervals and injector’s output after route

Monitored vehicle operation Quantity injected fuel
Initial | end | Total | Injector | Injector | Injector | Injector
Date Vehicle route state | state | sum | No. 1 No. 2 No. 3 No. 4
(km) | (km) | (km) | (%) (%) (%) (%)
13.05.2019 | AFA Deminova area 45522145522 0 90.1 102.7 104.3 101.9
14.05.2019 | AFA Deminova — Bratislava — | 45 522 | 46 124 | 602 90.9 104.3 103.5 101.1
AFA Deminova
23.05.2019 | AFA Deminova — Nitra— AFA |46 124 | 46 508 | 384 87.0 106.6 103.5 102.7
Deménova
29.05.2019 | AFA Deminova — Brno — AFA |46 508 | 47 127 | 619 87.9 105.9 103.0 103.2
Deminva
18.06.2019 | AFA Deméinova — L. Mikulas — | 47 127 | 47 140 | 13 94.9 105.0 100.3 98.8
AFA Deminova
27.06.2019 | AFA Deminova — L. Hradok — | 47 140 |47 171 | 31 90.9 107.4 105.5 97.2
AFA Deminova

Source: authors.
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@ Citroen Jumpy-111 2.0 16V HD - (5785630) i ?2EERBSS
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Fig. 6 Uneven fuel supply of the injectors at idling engine speed - before use of the cleaning additive
P2101 CRDSC 13.05.2019 (total distance traveled: 45 522 km)
Source: authors.

B megamacs PC

- x

8% Citroen Jumpy-IT1 20 16V HI - (s785830) i ?B&d4F

Ml G713 Preshstis S MOTER [ —
i

POCET OTACOK

736.0 i

strekované mnozstuo

4.1 i

ik

Uprava vstrekmnosstva val.1

94.9 «,
tprava vstrekmnozstva val2
105.0 «
P i3
100.3 “

uprava vstrek mnozstva vald

98.8 “

Tepl.chlad kvap.motora

86.0 ’c

POLOHA PLYNOVEHO PEDALA

0.0 «

Prepojenia

Fig. 7 Fuel supply of the injectors compensation at idling engine speeds after use of the cleaning additive
P2101 CRDSC 18.06.2019 after 1618 km (total distance traveled: 47 140 km)
Source: authors.
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Graph 1 Monitoring of the injectors output during the vehicle operation (graphical interpretation Tab. 1)
Source: authors.

The vehicle Citroén Jumpy 2.0 HDi did not show
any signs of fuel system failure, nor any significant
rough engine operation (vibrations, hesitation,
knocking, excessive noise, etc.). Only a slight uneven
engine operation was notable at idling engine speed
as well as slight hesitation while vehicle acceleration
through gears (0 — 1 -2 - 3).

The highest uneven fuel distribution between the
injectors was found while the fuel system was
diagnosed at idling engine speed (736 rpm) — from
90 % up to 105 % level, which is close to 15 %
threshold. The highest abnormality in along term
showed injector No. 1, which the fuel supply output
was as low as 87 % (Tab 1). The higher engine
speeds, the balanced fuel distribution was and at the
1500 rpm to 1600 rpm all injectors achieved the same
fuel supply level of 100 %. It is important to point
out the fact, that all measurements were performed in
neutral gear and the engine was at operating
temperature of at least 80° C (Graph 1).

3 CONCLUSION

It is only allowed to fuel company vehicles with
base 51 cetane diesel — “Diesel Tempo Plus* and it is
prohibited to fuel high-grade 55 cetane diesel - “EVO
Diesel®“ in The Armed Forces of the Slovak Republic.
Therefore, logistics of the Slovak Armed Forces
should provide dosing of the cleaning additive
into fuel systems of the vehicles equipped with
Common Rail technology when performing major
maintenance. The monitoring of the company vehicle
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demonstrated, that even an engine with total distance
traveled of only 45 500 km (in 12 years) has marks of
polluted fuel injectors. From a pragmatic view it is
not beneficial to save on fuel — financial expenses for
the cleaning additive (10 000 km) are 20 € while
replacement of the injectors can climb up to 2 000 €.

True conclusions can be drawn only after a long-
term monitoring (approx. 1 year or a distance traveled
of at least 10 000 km), any conclusions drown right
know are hasty. But we can conclude over this short
period, that the chemical additive application into the
fuel system was mainly a positive change of the fuel
injectors output. Preventive diagnostics and
additivities of the fuel system has shown as
reasonable solution. Every user of the wvehicle
(especially with Common Rail system) should pay
attention to its fuel system.
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POSSIBILITIES OF IMPLEMENTATION OF FRIENDLY UNITS" MANEUVER
IN THE COMMON OPERATIONAL PICTURE

Jan NOHEL, Zdené¢k FLASAR, Petr STODOLA

Abstract: The article describes the possibilities of the use of information sharing on the network of computer workstations
when planning the maneuver routes of a group of cooperating units with the task to attack the same target in a military operation.
The key factor for gaining operational superiority over the enemy in this situation is a rapid and accurate processing of all
relevant information about the overall battlefield situation. The appropriate solution to this problem is the use of the MCS CZ
software, which calculates the optimal maneuver route of the unit based on intelligence information.

Keywords: Information; Situation awareness; Networking; Passability; Maneuver.

1 INTRODUCTION

Detailed and up-to-date situation awareness is
a prerequisite for taking qualified decisions by each
commander in a military operation. It represents a
thought process, in which the commander is well
versed in all available relevant information related
tothe tactical situation on the battlefield.
The successful accomplishment of the units” task is
influenced particularly by the activity of the enemy,
the terrain features, the effects of the civilian
environment, as well as the activity of friendly units
in the operation. The geographical factors
of the movement in the terrain or the movement
using the communication over land in a military
operation is described in more detail in [1, 2]. We
know the intention and activities of friendly units but
we have to collect the information about the activity
of the enemy, the influence of the area of operations
and the local population. However, the key to the
operational superiority over the enemy is the speed of
appropriate response and the action of friendly units,
depending on the change in the situation on the
battlefield. The speed mentioned is based on
gathering the real-time information. Then, the speed
of information processing into aformat for
immediate use, and the subsequent speed of
orientation and implementation of its outputs to the
command and control process on the battlefield are
equally important.

The Common Operational Picture (COP), which
summarizes and characterizes all the important
information from the area of operation on the terrain
layout, is a fast orientation tool for the commander.
The structure and the content of the COP and its
importance for creating situation awareness on
the battlefield are described in [3-5]. In a digitized
battlefield environment, the COP has the form of
a virtual image of a real battlefield processed and
displayed on computer workstations. Its function
is provided by the C4ISR systems (Command,
Control, Communication and Computers,
Intelligence, Surveillance and Reconnaissance).
The data in the C4ISR systems can be processed
in araster form divided into thematic areas. Their
cumulative effect on the activities of friendly forces
and equipment can be expressed using the evaluation
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criteria and mathematical algorithms of map algebra.
The mathematical combination of evaluation criteria
related to the effects of individual information areas
will generate a continuous effect of the tactical
situation on the activities of friendly forces
and equipment. On the basis of this analysis, it is then
possible to effectively plan the maneuver of friendly
units. Complications and the time delay can occur
when coordinating a maneuver of a group of units
that perform the tasks with the same goal. Modeling
and simulating the movement of forces and
equipment in the environment of the 21% century
battlefield is further dealt with in [6]. The possibilities
of information processing in the environment of
networked computer workstations for the purpose of
taking decisions are described in [7].

2 MANEUVER CONTROL SYSTEM CZ

The Maneuver Control System CZ (MCS CZ) has
been developed at the Department of Intelligence
Support at the University of Defense of the Czech
Republic. It is based on the optimal movement route
model, implemented in the TDSS (Tactical Decision
Support System), which continuously evaluates the
information layers of the effects of the ground
surface,  relief, = weather, enemy  activity
and the possibilities to support friendly forces and
equipment for the passability of the operation area,
see Fig. 1. The result of the model calculations is the
Cost surface, on the basis of which the MCS CZ
creates routes for maneuvers, see [8].

Currently, the MCS CZ offers four types of
maneuver to the user — commander. These are
the envelopment and the attack by fire at the enemy,
described in more detail in [9], and then the frontal
attack and the turning movement. The maneuver
element itself can be selected from the database of all
the entities of friendly forces and equipment in the
considered area of operation just as the target enemy
element. All four offensive maneuvers are derived
from the model of the optimal maneuver route. Their
course is thus guided along a clear and safe route.
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3 SHARED MANEUVER CALCULATIONS
OF THE MCS CZ

The simulated presentations of the possibilities of
using the MCS CZ are shown through a simulated
attack of the first-line companies of a motorized
battalion on the enemy units that take up the defense
in the urban area. It has the form of a small town with
a population of approximately 2,900 inhabitants. The
reconnaissance devices of friendly forces have
identified the position of three rifle platoons of the
enemy infantry company. The battalion commander
and his staff have conducted a shortened planning
process using the MCS CZ, the result of which is the
maneuver routes of the frontal attack of three first-
line companies. The town will be attacked from three
directions; the width of the battalion zone of attack
will be 2 to 4 kilometers. The MCS CZ has calculated
the spatial design of the passable route through the
terrain, safe from the viewpoint of the enemy's
operation and supplemented by the calculated time to
cover it.

Time is an important coordinating factor when
performing a multiple maneuver of the group of units.
In order to successfully attack the enemy in an urban
area, it is necessary to start the advance to the target
area at the same time. The routes of all three first-line
companies are calculated onthe basis of the
evaluation of the time demand to cover the area,
affected by the weather, the activities of the enemy
and the friendly forces and equipment. Therefore, the
MCS CZ calculations provide a qualified estimate of
the total time to cover the created route of maneuver
to the objective. Thus, the battalion commander will
be able to estimate the approach time of individual
companies to the town and to adjust their maneuver
and speed.

The nature of the terrain, in which the maneuver
routes of all three companies have been calculated, is
very similar. The relief is moderate, with an altitude
of 500 to 650 meters above sea level. The ground
surface has the character of fields and meadows, with
irregular areas of coniferous and deciduous forest.
On the maneuver route of the 1% company, there
is approximately a 600-meter wide stretch
of continuous forest that will have to be overcome.
The length and time to cover individual routes are
shown in Table 1.

In this case, the times to cover the three maneuver
routes of all three companies differ in the range
of 2 minutes and 43 seconds. Such a time difference
can be adjusted by a mere acceleration or deceleration
of individual companies in the simpler sections of the
movement. By summarizing the maneuver routes of
individual companies, the battalion commander will
gain an overview of their passability in the terrain and
the time for covering, shown in Fig. 2.

Table 1 Maneuver of the first-line companies

. Distance of | Time of | Position in
Unit . .
maneuver passing | formation
lst
motorized 4,048 20:34 West flank
meters
company
2nd
motorized 4,233 23:17 Center
meters
company
3rd
motorized 3,784 22:44 East flank
meters
company

Source: author.

The variable speeds on the individual types
of terrain are a key and variable characteristic for
the route  calculation; they are defined in
the underlying digital model of the territory. Their
specific values are dependent on the nature of
the terrain, the technical condition of military
equipment, the health condition and morale of
the infantry units, the availability of fuel and
the experience  of the commanders. The most
important factor influencing the passability of
the maneuver route and the speed of the movement is
the presence and abilities of the enemy.
The movement speeds indicated in Fig. 3 have been
selected for the above-mentioned tactical situation.
Their values make provision for the tactical and
technical parameters of motorized units” vehicles, the
tactical movement in the broken terrain and the active
presence of the enemy.

In an environment of the digitized battlefield and
the network of computer workstations, the maneuver
routes of all companies (units) of the battalion are
shared with all authorized users (commanders) using
the COP. In this way, situation awareness on
the battlefield in the area of the friendly units’
activities is fulfilled. Using the MCS CZ and the data
connection on a computer station network,
the maneuver routes for subordinate units (stations)
can be created and the planned maneuver routes can
be accepted.
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Fig. 1 Information layers
Source: author.

Fig. 2 The COP of the battalion commander
Source: author.
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Maneuver Control System CZ
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Fig. 3 Variable speeds
Source: author.

4 SHARING A MANEUVER ROUTE
ON A COMPUTER NETWORK

The resulting maneuver route of forces and
equipment, created on the basis of the influences of
all five layers, takes the form of a group of
consecutive points with an exact geographical form.
The route points of the created maneuver can be
exported to a text format file for the external
transmission. The text file is then transferred and
imported to other Maneuver Control Systems CZ
installed on the computer workstations. The imported
route represents only a graphical object in the next
assigned raster model layer, which does not require
additional editing. If the unit itself has planned its
route within decentralized command and control and
the independent performance of tasks, then it must be
approved by the superior. If it does not harmonize
with the commander's intent, then the command
station can replace it using its own calculation, which
will also include the facts unknown to the subordinate
station. However, the facts mentioned must be
included in the MCS CZ so that the algorithm can
take them into account in the calculation. From the
viewpoint of operational security, their existence and
character do not have to be known to all users.

The use of the MCS CZ on a network of
interconnected computer workstations will make
demands on the exact definition of the organizational
structure, i.e. the superiority, and the authorized
access tothe information. One of the major
advantages of digitizing the battlefield is the ability
of all computer  workstations to share any

information. According to the nature of authorization,
the individual information is then displayed
on the Common Operational Picture, based on the
geographical location and the usability in performing
the task.

5 CONCLUSION

The results of simulating the frontal attack
maneuver of the first-line companies of the battalion
show clearly their course in the zone of planned
attack. The times to reach the objective have been
calculated for all three companies in the range from
20 minutes and 34 seconds to 23 minutes
and 17 seconds, which, ideally, will allow the timed
attacking the enemy defense in urban areas.

The COP processed and shared on a computer
workstation network represents a tool essential for
fast situation awareness. The friendly forces’
maneuver routes, calculated through the MCS CZ
based onthe speed and safety criteria, enable
commanders to gain operational superiority over
the enemy. Due to utilizing and sharing their spatial
specifications in the field, a subordinate unit can be
tasked directly to execute a specific maneuver.
Similarly, the MCS CZ creates conditions for
autonomous  decision-making when planning
a maneuver for units in military operations. Within
the decentralized command and control process,
the subordinate weapon systems, platoons,
or companies can plan their own maneuver route in
the superior's zone of attack and then submit it for
approval through a joint COP. In this way, each
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commander will get an overview of the planned
maneuver of the subordinate forces and means, its
duration, the time of reaching the individual
coordination lines or areas and the time of reaching
the objective. The action of air, artillery and engineer
support can be planned to calculate maneuvers and
their time characteristics.

In every military operation, the plan does not
survive the contact with the enemy. However,
in the environment  of  networked  computer
workstations using the MCS CZ, it is possible to react
flexibly to any change in the situation on
the battlefield through a fast creation or recalculation
and sharing of a new maneuver route of friendly
forces and equipment.
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USE OF DATA MINING FOR NETWORK BEHAVIOR ANALYSIS
OF SELECTED OPERATING SYSTEMS

Talius BARATH

Abstract: The aim of this paper is to use data mining techniques to obtain characteristic behavior patterns of operating systems
with a focus on the communication observed by a remote observer. Network communication of selected operating systems is
observed, and the list of contacted targets is recorded. Based on the list, we try to identify the type of operating system used or
a group of installed applications. Obtained data can be used for passive reconnaissance of remote networks, detection of
possible undesirable leaks of information, filtering of selected communication, etc.

Keywords: Network analysis; Data mining; Operating systems; SIEM; NetFlow.

1 INTRODUCTION

The networking of computers allows us to ensure
the proper operation of the operating system and
installed applications. This includes the process of
activating and updating the operating system, system
applications supplied by hardware manufacturers and
application software. At the same time as using such
a system, the manufacturer collects operational and
diagnostic data at varying levels and intensities.
Network communication is also heavily used by
cloud solutions and other online services. When we
add user activity and use of web services, social
networks, and a wide range of multimedia delivery
services, we get an indicative picture of the type,
amount, and volume of data transmitted by the host.

In general, network analysis can be performed
from different points of view [6], [7] - in the paper,
we analyze the possibility of recognizing the type of
operating system based on passive monitoring of
network communication. We analyze computer-used
protocols and target networks, linking the
information we gather with operating system
manufacturers, cloud services, and application
programs while determining the likely type of
operating system.

2 DESCRIPTION OF TEST ENVIRONMENT
AND EXPERIMENTS

To analyze the network behavior of selected
operating systems in laboratory conditions, we used
15 physical computers installed on different hardware
platforms, 3 virtual machines, one firewall and SIEM
ArcSight for data collection and analysis.

The test environment contained 5 Dell computers
running Windows 10 1809 with MS Office, Google
Chrome, and Java installed. 5 HP Notebooks with
Linux Mint 18.3 with no extra software installed, 5
MacBook Pro with Mac OS X Mojave 10.14.3 plus
MS Office, Google Chrome and Java. Virtual
machines installed 2 x Windows server 2016 with
DNS, DHCP, AD and Exchange server 2016, and 1x
Debian. Outbound communication was monitored on
the FortiGate 60D firewall using the NetFlow
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protocol and analyzed using the ArcSight Console
6.11, see Fig. 1.

monitored devices

sxLinux
5xWindows 5XMAC OS X 1xDebian Windows Server Windows Server
y __/

| [f
“E—

ArcSight

111
m s/s sl

— 7

Console Logger Collector ESM

Fig. 1 Test site configurations
Source: author.

The experiment ran in three phases. The phases
vary in duration, number of monitored computers and
installed software.

The first experiment was one day with one
Windows, Linux, and Mac OS X computer
monitoring. Operating data were collected locally
using tcpdump and remotely using the firewall and
NetFlow protocol. Due to the large volume of data
captured by tcpdump, this experiment variation was
short-lived and unusable for a larger number of
computers over a longer period of time. In this
experiment, a local switch was configured to send all
monitored computer communications to a monitoring
device - a Linux workstation.

The second experiment lasted for a week and we
monitored 5x Windows, 5x Linux, 5x Mac OS X, and
2x Windows Server devices. Only data obtained by
firewall and NetFlow protocol were analyzed.

Third - a supplementary experiment lasted a week
and monitored were Debian and Windows 10
computers with a configuration that minimizes the
sending of service data to Microsoft [4]. The
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Windows 10 computer and the iCloud application
were also included in the experiment. Only data
collected by firewall and NetFlow protocol was
collected.

For all experiments, computers were forbidden to
switch to hybrid mode and were not used by any user.

3 OBTAINED DATA AND THEIR ANALYSIS

Data collection was performed using SIEM
ArcSight, which collects, normalizes, and evaluates
operational data, which it then displays in aggregate
monitoring panels. When dealing with security
incidents, SIEM displays them in near real time with
all the details available.

ArcSight Logger is an event storage device that is
optimized for extremely high event flow throughput.
Logger stores security events in a compressed form
but can always provide unmodified historical data on
request.

ArcSight ESM collects, normalizes, aggregates
and filters millions of events from thousands of
network resources into a manageable flow that is
prioritized according to the risk, vulnerability, and
criticality of the assets. These priority events can then
be correlated, investigated, and analyzed by ESM to
help you get an overview of the current situation and
enable real-time response.

source filter

Input
All ArcSight events

7 (@
- - r Top bandwidth ] Report W
Windows, Linux, Mac usage by destination P —>| Output

Smart Connectors are interfaces to network
objects that create correlation-related event data.
After collecting event data from network resources,
they normalize data in two ways: normalizing values
(such as severity, priority, and time zone)
to a common format and normalizing the data
structure to a common scheme. Smart Connectors can
then filter and collect events to reduce the number of
events sent to the manager, increasing the efficiency
and accuracy of the ESM and reducing event
processing time. Smart Connectors also add
information to the data they collect, such as searching
hostnames or their IP addresses.

The ArcSight Console is an interface designed for
full-time security professionals in the Security
Operations Center or similar security monitoring
environment. It is an authoring tool for creating
filters, rules, reports, pattern detection, dashboards,
and data monitors. For the purpose of experiments,
a set of source filters was created to define traffics
from monitored computers and used NetFlow
collector, which subsequently provided data for
identifying target devices in communication and
calculating the volume of transmitted data. These
values were processed by reports containing the
destination addresses, the volumes of data transferred
that could then be exported, the names of the target
networks added, and the manual processing of results

(Fig. 2).

0S X,

Windows Servers,

Debian
Netflow traffic
reporting device filter

Firewall subnet
interface

Input and output bytes

> selected parameters,
selected time frame

Fig. 2 Extraction of experiment data from collected events
Source: author.

Target network name detection was done by
reverse DNS script and manually on registrar web
pages for automatically undetected records.

3.1 Experiment 1

One-day test of three operating systems on three
computers. A Windows 10 computer created a total
of 225 unique connections, see Table 1. Unique
connection means one or more contacts to the same
destination address.

The two largest categories of connections
(Microsoft and AOS + OS SR) were linked directly
to the operation of the Microsoft operating system
and applications - windows update, telemetry, and
OneDrive [1]. Equally evident is the communication

of the Eset antivirus tool, the Chrome app from
Google, and the system utility from Dell's hardware
manufacturer.

At the same time, a computer running MAC OSX
created a total of 157 connections, see Table 2.

The most common was the traffic-related
communication and directed to Apple - telemetry, Siri
Assistant, and other company services [2] followed
by Chrome application communication and Microsoft
application communications (MS Office for Mac OS
installed).

The Linux Mint computer has created 39
connections, see Table 3.

These were OS application and service repository
services, time synchronization, and search services.
Fig. 3 shows the periodic 2-hour contacting of Linux
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repositories. For better readability, the NTP port 123 Table 2 List Of Unique Mac Osx Contacted
communication is filtered out. Addresses
. . . Target name Unique
Table 1 List Of Unique Windows 10 Contacted g q
addresses
Addresses
. apple 116
Target name Unique PP ] o1
oogle.com
addresses £905
Microsoft 13
Microsoft 97 Corporation
Corporation other
AOS + OS SR 80 Verizon Business 1
eset.com. 16 S h
ource: author.
Level 3
Communications 9 . . .
I > Table 3 List Of Unique Linux Contacted
ne. Addresses
google.com 8
other 7 Target name Unique
dell.com 3 addresses
Verizon Business 3 canonical.com 13
Cloudflare, Inc. 2 other 9
Source: author. amazonaws.com 8
google.com 6
cloudfront.net. 3
Source: author.
Active Channek: Total Events: 44
Start Time:  29jan 2019 11:15:00 CET Very High: 0
End Time: 30 jan 2019 11:00:00 CET High: 0
Filter ( Attacker Address = "172.17.12.158" And Agent ID = "netflow” And Target Port != 123 ) Medium: 0
Inline Filter:  No Filter Low: 0
Very Low: 44
Verified Rules: No Rule
Radar
¥ Manager Receipt Time : $ 1Name % Attacker Address Attacker Host Name Target Address $Target Port $ Target Host Name Priority $ Device Vendor $
- 30 jan 2019 09:14:07 CET  NetFlow Event 172.17.12.158  hér4lin 68.235.39.11 80 static-68-235-39-11.cust.tzulo.c.. M 2 IP Flow
- 30 jan 2019 09:14:07 CET  NetFlow Event  172.17.12.158  h4r4lin 91.189.91.26 80 hanger.canonical.com | 2 IP Flow
- 30 jan 2019 09:14:07 CET  NetFlow Event 172.17.12.158  h4r4lin 91.189.88.149 80 danava.canonical.com | 2 IP Flow
- 30 jan 2019 09:14:07 CET  NetFlow Event 172.17.12.158  h4r4lin 91.189.92.150 80 kudan.canonical.com m 2 IP Flow
- 30 jan 2019 07:14:05 CET  NetFlow Event 172.17.12.158  h4r4lin 208.77.20.11 80 m 2 IP Flow
- 30 jan 2019 07:14:05 CET  NetFlow Event  172.17.12.158  h4r4lin 91.189.91.15 80 nernst.canonical.com m 2 IP Flow
- 30 jan 2019 07:14:05 CET  NetFlow Event  172.17.12.158  h4rdlin 91.189.88.152 80 steelix.canonical.com m 2 IP Flow
- 30 jan 2019 07:14:05 CET  NetFlow Event  172.17.12.158  h4r4lin 91.189.88.162 80 yukinko.canonical.com H 2 IP Flow
- 30 jan 2019 05:14:07 CET  NetFlow Event 172.17.12.158  h4rélin 91.189.91.23 80 economy.cancnical.com I IP Flow
- 30 jan 2019 05:14:07 CET  NetFlow Event  172.17.12.158  h4r4lin 91.189.88.149 80 danava.canonical.com | 2 IP Flow
- 30 jan 2019 05:14:07 CET  NetFlow Event 172.17.12.158  h4r4lin 91.189.92.150 80 kudan.canonical.com m 2 IP Flow
! 30 jan 2019 05:14:07 CET  NetFlow Event  172.17.12.158  h4r4lin 68.235.39.11 80 static-68-235-39-11.cust.tzulo.c.. M 2 IP Flow
Fig. 3 Linux periodic repository check example
Source: author.
Active Channek: Total Events: 14 —
Start Time: 31 jan 2019 11:30:00 CET Very High: 0
End Time: 7 feb 2019 10:00:00 CET High: 0
Filter ( Attacker Address = "172.17.12.145" And Target Address InSubnet "52.0.0.0/8" And Agent ID = "netflow™ ) Medium: 0
Low: 0

Inline Filter:  No Filter

Very Low: 14
Verified Rules: No Rule

Radar

Fig. 4 Mac OSX periodic contact of Microsoft Network Example
Source: author.
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3.2 Experiment 2

The aim of the second experiment was to verify
the behavioral model of selected operating systems
for more computers monitored over a week. 5
computers with Windows 10 created a total of 490
unique connections, see Table 4.

Table 4 List Of Unique Windows 10 Contacted

Addresses
Target name Unique
addresses
AOS + OS SR 244
Mlcrosoﬁ 185
Corporation
Level 3
Communications, 27
Inc.
eset.com. 17
google.com 11
Verizon Business 3
other 3

Source: author.

Local area network communication (AOS + OS
SR) used ports 7680 - Windows Update Delivery
Optimization (WUDO) in Windows LANs, 3128 -
Web Proxy, 2222 - ESET Remote Administrator and
123 - Network Time Protocol (NTP) - this
communication from a remote could not be observed
and is given for illustration only. The structure of
Microsoft network connections was the same as in
Experiment 1, and 16 networks were contacted
overall.

At the same time, computers with MAC OS X
created a total of 299 connections, see Table. 5.

Table 5 List Of Unique Mac Osx Contacted

Addresses
Target name Unique
addresses
apple 240
Microsoft
. 31
Corporation
google.com 25
Verizon Business 2
yahoo.com 1

Source: author.

The structure of Microsoft network connections
was consistent with the findings in Experiment 1, and
5 networks were contacted overall, and periodic links
Fig. 4. could be found in this case as well.

Linux Mint computers created a total of 16
connections, with only port 123 time synchronization
services and repository control on communication
port 80.

Windows Server computers behaved similarly to
Windows 10 computers, see Table 6.

Table 6 List Of Unique Windows Server Contacted

Addresses
Target name Unique
addresses
Microsoft 73
Corporation
eset.com. 34
Level 3
Communications, 6
Inc.
Verizon Business 2

Source: author.

The structure of the Microsoft network
connections was similar, with 13 networks being
contacted in total, as opposed to 16 - which could be
due to the absence of MS office on the servers.
Installed network services, such as the DNS server
array, which generated a large number of connections
on port 53 and so on, have shown up on servers.

3.3 Experiment 3

The goal of this experiment was to verify:

o the distinctive behavior of different Unix OS types
- Linux Mint and Debian in our case,

e the effect of setting privacy options in Windows 10
on the number of networks contacted,

e add apple iCloud services on a Windows 10
computer.

Linux-based systems in default configuration
communicate with the lowest intensity compared to
other OSs. A common feature of system behavior was
that both systems were using time synchronization
service port 123 and periodic repository checks using
port 80 only.

For a Windows computer, we've taken advantage
of [4] privacy settings and verified the number and
structure of Microsoft contacted networks. The
experiment did not confirm a decrease in the number
of Microsoft networks contacted.

Finally, iCloud for Windows was installed on
a Windows OS computer. Within one week, the
activities of the system and the way of
communication were monitored. As expected, the
system contacted Apple's network, and from the
records, it was possible to distinguish which services
it used. The list of ports used by Apple for OS and
application communications is available, for
example, on [2].

3.4 Data evaluation

Data mining techniques were used to find the
signatures characterizing each operating system.
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Preprocessed input data were loaded into the MS SQL
database, where the data table contained the OS type,
1. Octet, 1-2. Octets, 1-3. Octets of destination IP
address and finally destination port.

The first method used to search for OS signatures
was the Microsoft decision trees method. The
Microsoft Decision Trees algorithm learns Bayesian
networks from a combination of prior knowledge and
statistical data. An important part of the algorithm is
the methodology for assessing the information value
of the priors needed for learning. The approach is
based on the assumption of likelihood equivalence,
which says that data should not help to discriminate
network structures that otherwise represent the same
assertions of conditional independence. Each case is
assumed to have a single Bayesian prior network and
a single measure of confidence for that network.
Using these prior networks, the algorithm then
computes the relative posterior probabilities of
network structures given the current training data, and

identifies the network structures that have the highest
posterior probabilities. The Microsoft Decision Trees
algorithm uses different methods to compute the best
tree. The method used depends on the task, which can
be linear regression, classification, or association
analysis. A single model can contain multiple trees
for different predictable attributes. Moreover, each
tree can contain multiple branches, depending on how
many attributes and values there are in the data. The
shape and depth of the tree built in a particular model
depends on the scoring method and other parameters
that were used. Changes in the parameters can also
affect where the nodes split!.

A total of 6 experiments were performed with
different combinations of input data, see Fig. 5

The simulation divided the dataset into a training
and test set, and after learning the results were
generated for each model in the form of a decision
tree, see Fig. 6.

¥ Barath SaM - Microsoft Visual Studio
File Edit View Project Build Debug Database MiningModel Tools Window Help
GA-da CF) b | Development ~ | &5 o5 3 B] ] ~ g
,\f Barath SaM des-trees.dmm [Design] | Barath SaM cl ing.dmm [Design] | Start Page!
Tl
g A\ Mining Structure | A, Mining Models 4;, Mining Model Viewer I_/Z] Mining Accuracy Chart ]‘0 Mining Model Prediction
o =
=lla AR X
\ Structure 4 exp 2-5 Zjednote...  1-3octets and port 1-2octets and port 1-2and 1-3octets... 1and 1-2octetsa... 1and 1-3octetsa...
| 5% Micosoft De... % Micosoft De... ;% Microsoft De... ;% Micosoft De... ;% Microsoft De... ;% Microsoft De...
1 £\ loctet %Z] Input 3 Ignore 3 Ignore 3 Ignore 4Z] Input %Z] Input
£\ 1-2octets 4Z] Input 3 Ignore 4Z] Input %Z] Input %Z] Input £
‘ £} 1-3octets %Z] Input %Z] Input 3 Ignore %Z] Input 3 Ignore %Z]; Input
‘ »’j Pk ;_j Key ;_f'_] Key ;_j Key ;_;j Key ﬂ Key ;_j Key
‘ [\ Sorce & Predict & Predict & Predict & Predict & Predict &l Predict
\ [#\ TargetPort %Z] Input %Z] Input #Z] Input %Z] Input %Z] Input %3] Input

0a00L 3¢

Fig. 5 Definition of models and input data for deision trees
Source: author.
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Fig. 6 Display the result for the decision trees method
Source: author.
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The accuracy of the model was verified on a test
set and evaluated based on the classification matrix
from the Mining accuracy chart. To evaluate the
results, SV and FV values were generated from the
classification matrix of each model. SV is a 3-
dimensional vector of success OS (WIN, LIN, MAC
0OSX) classification and FV is a 6-dimensional vector
of failure OS classification. The H wvalue was
calculated for each model using

=z =171 0

where Euclidean norm of SV is

||S—>V|| = \/SV% + SV% + SV% )

and Euclidean norm of FV is

=]

= \/Fme + FViac + FV2y + FVac + FV3, + FV2,,
win win Tin lin mac mac

3)

The best solution was the model with the highest
H value, see Graph 1.

041001 3¢

Barath SaM des-trees.dmm [Design) ~ Barath SaM clustering.dmm [Design] | Start Page

Decision Trees

0,545
0,544
T 0,543
0,542
0,541
1 2 3 4 5 6
Model

Graph 1 Graph of H values for analyzed models
Source: author.

The second method used to search for OS
signatures was the Microsoft clustering method.

The Microsoft Clustering algorithm provides two
methods for creating clusters and assigning data
points to the clusters. The first, the K-means
algorithm, is a hard clustering method. This means
that a data point can belong to only one cluster, and
that a single probability is calculated for the
membership of each data point in that cluster. The
second method, the Expectation Maximization (EM)
method, is a soft clustering method. This means that
a data point always belongs to multiple clusters, and
that a probability is calculated for each combination
of data point and cluster. In EM clustering, the
algorithm iteratively refines an initial cluster model to
fit the data and determines the probability that a data
point exists in a cluster. The algorithm ends the
process when the probabilistic model fits the data.

[\ Mining Structure \/\ Mining Models \ &4 Mining Model Viewer ]Q Mining Accuracy Chart | Mining Model Prediction

Mining Model: [8node ] Viewer: [Mcrosoft Cluster viewer

v @

Cluster Diagram | Cluster Profiles | Cluster Characteristics | Cluster Discrimination

R BEaD

Density: None i Al

Shading Variable: |Sorce v

State: {ww

Al Links.

MAC 0SX 5

MAC 0OSX 4

0

WIN 6

WIN 7

Fig. 7 View the results of EM clustering for 8 clusters
Source: author.
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The function used to determine the fit is the log-
likelihood of the data given the model. If empty
clusters are generated during the process, or if the
membership of one or more of the clusters falls below
a given threshold, the clusters with low populations
are reseeded at new points and the EM algorithm is
rerun’,

We used the EM method in our experiments.
A total of 8 experiments were performed with
a different number of clusters required, with an
example of the result for 8 clusters being on Fig. 7.

As in the previous case, we also calculated H for
each model and chose the model with the highest H
value as best, see Graph 2.

EM clustering
0,8

0,75
T J

0,7

0,65
34 5 6 7 8 9 10

number of clusters

Graph 2 Graph of H values for analyzed models
Source: author.

4 CONCLUSION

The aim of this work was to find out whether
it is possible to find out the structure of operating
systems or installed application software by means of
passive monitoring of network communication.
Measurements were made under laboratory
conditions, while computers were not used for routine
work during the experiment so that the results were
not affected by user work and patterns of behavior of
selected operating systems could be obtained. A
monitoring probe was placed on the nearest router, in
real terms it could be on ISPs. For measurements,
only the IP address and port number of the transmitted
datagrams were analyzed.

The collected data were analyzed by two methods
of data mining - decision trees and clustering method.
In both methods we were looking for the optimal
configuration, with the highest value of H selected as
the criterion. For the purpose of OS-type recognition
based on communication, better results were
achieved by the clustering method. The results of the
measurements were shown on the respective graphs.

Based on the measurements, it was found that the
main identifying indicator of the compared operating
systems was communication with the manufacturer's
networks. For Linux, it was contacting repositories.

2 Microsoft Visual studio on-line help.
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The largest network activity was reported by
Microsoft systems, followed by Apple's system,
leaving Linux's lowest network footprint. Incorrectly
configured devices using WUDO outside the local
network have also been detected during the
experiment, which can further increase the volume of
data transmitted. In Tab. 1 and Tab. 4. WUDO
communication in the local network is also marked as
AOS + OS SR. Such communications would not be
recorded in remote monitoring.

Based on passive monitoring, it was possible to
determine the type of antivirus solution being used, in
our case the Eset tool, as well as the use of Dell
hardware. MS office suite was installed on both MS
Windows and MAC OSX computers. This led to the
detection of the Microsoft network connection from
MAC OSX computers.

The characteristic behavior of operating systems
and applications can be used to create communication
patterns for remote passive network analysis.

Knowledge of network communication of the
selected operating system, program or service can be
used for centralized filtering to:

e reducing the content of transmitted data through
public networks,
o masking used operating system types using packet

filtering [5],

e stopping the provision of traffic data by the
manufacturer,
e stopping the availability of selected services and

SO on.

Sufficient timeframes are needed to determine the
identification patterns for OS and application
recognition, as the target network contacting period
for different products is different and consists of
multiple unique characteristics.

By using the communication tracking method, it
is possible to passively determine the size of the
monitored network, as well as its likely use or type of
monitored organization.
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SMALL UNMANNED AERIAL VEHICLES — THREATS
AND DEFENCE AGAINST THEM

Jakub VILIMEK

Abstract: The article discusses actual small UAVs (Unmanned Aerial Vehicles) threats and ways of defence against them. The
introduction contains UAVs regulations in the Czech Republic. The literature review of relevant papers in the UAV threats and
defence follows. The third part is about off-the-shelf and professional UAVs, which can be misused to attack. The core of this
article describes three vital processes for planning UAV protection: detection, identification and elimination. The goal of the
article is to define vital questions, which has to be answered before designing any UAV protection system. The correct answers

to these questions depend on the protected area, assets, etc.

Keywords: UAV; UAS; Threat; Detection; Protection; Sensors.

1 INTRODUCTION

Unmanned vehicles (land, aerial, surface and
underwater) are very popular and actual topic today.
The market is flooded with professional and amateur
unmanned vehicles. On this fact reacted most of the
nations' authorities and created some legal restrictions
on UAV' usage.

The legal framework of UAVs usage in the Czech
Republic is defined in the Regulation L2, Rules of the
Air, Attachment X [1]. Attachment X restricts usage
of UAVs in certain areas for all the time (e.g. airfield
protection zones, restricted areas around nuclear
plants, army objects, dangerous areas — gas release
areas, etc.), or for certain time of the day (e.g. military
training areas during the training).

Attachment X also restricts the minimal distance
between UAV and persons, buildings and inhabited
areas. The distance for small UAVs (up to 7 kg) is the
distance described as safe?. This distance for UAVs
heavier than 7 kg is again recommended as safe but
the Attachment X orders minimal distances as well:
50 m for starting and landing, during the flight UAV
cannot be closer than 100 m to persons, assets or
buildings, which are not related to the flight. UAV
cannot be closer than 150 m to any densely populated
area [2].

The violation of the legal framework can be done
by negligence or on purpose. The presence of the
UAYV in the restricted area (e.g. airfield vicinity) can
disturb security or safety of the whole area.
An intentional presence in the restricted areas can
have various reasons.

UAVs can simply collect imagery, or in general
sensor information and with this imagery the UAV's
operator can search for weak spots in the security of
the area of interest (airfield, ammunition dump,
nuclear powerplant, etc.). In this case the UAV is just

In the article will be used following terms: UAV:
Unmanned Aerial Vehicle (drone), UAS: Unmanned
Aerial System (UAV, control station, devices for
communication, start and land). Sometimes the term
UAX (UAV or UAS) is more suitable.
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a first step before frontal assault on the protected
object.

Next reason of the UAV's presence in the
restricted area can be a direct attack with weapons or
explosives attached to the UAV. Attachment X [1]
forbids loading and transporting any dangerous
substances or devices, as well as dropping any objects
during the flight®.

A price of an off-the-shelf UAV with improvised
explosives is very low in comparison with possible
effect, inflicted damage and injuries. Very unlikely
scenario describes possible attack with a radioactive
or poisonous material, explosives, both attached to
the UAV. This UAV can fly over densely populated
area, unprotected water source, etc. and then it can
explode as a "dirty bomb".

Possible types of attack must be considered during
planning any small UAV protection of the areas with
critical  infrastructure, or areas with high
concentration of people. Next question is the type of
UAV — amateur, professional or even military. Next
level of any protection planning is protection against
the whole swarm of cooperating UAVs. This type of
attack exceeds scope of this article and it was not
a part of the literature review.

2 THE LITERATURE REVIEW

The literature review was oriented to Scopus
indexed papers with the goal to find the relevant
papers in the theme "(UAV or UAS) and threats and
(defence or defense)". The topic was found in 105
articles (on April 30, 2019), the result of the search
was sorted by "Newest" and for further inspection
were chosen only the most relevant 8 articles; see [3]
to [10].

New problems with the fight against UAS were
caused by the technology in the development of
commercial drones that are available to the

2 The Civil Aviation Authority in the Czech Republic
recommends the save distance as ration of 1:2 during
forward flight (each 100 altitude meters safe radius 200
meters) and 1:1 during hovering (each 100 altitude
meters safe radius is 100 meters) [2].

3 Articles 10 and 11.
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population without any problems. They can also be
used in war and crisis situations; they can act as
"paparazzi" and can be misused by criminal and
terrorist entities. The primary task is detection in
a fight against UAVs.

The paper [3] summarizes series of very complex
measurements, that were performed by the authors
during past 4 years. The experiments involved small
UAV detection by radar (RL), radio frequency (RF),
electro-optical (EO), infrared (IR), acoustic (AC);
and detection by human senses (eyes and ears). The
authors strongly suggest, based on the measurements
results, using multispectral detection, building
modular defence systems. The real-time detections
are possible at these distances:

e standard X-Band radar: 3000 m;
e optical devices with zoom and skilled operators:

2000 m;

e infrared detectors: 350 m;
e personal audibility (unarmed ears): 250 m;
e personal visibility (unarmed eyes): 350 m.

UAVs are used in wide range of human activities
and the amount of UAV users are growing rapidly.
The risk of misuse of UAVs by criminals, guerrillas
or terrorists is the actual threat. Importance of
developing scientific fields for countering of UAVs
rises. Areas of threats and defence include parts: Air
surveillance; Command and Control; and Elimination
[4].

UAYV is becoming a threat to sensitive areas'
defence, public safety, and privacy. For the difficulty
of supervision, prevention, evidence collection, and
punishment, the UAVs management is an urgent
problem. The control signal of UAVs is an object for
research with a goal to find the interference signal for
smart jamming. Signal analysis using MATLAB was
realized in time and frequency domain. Study of the
typical civilian small UAV's communication
protocols, and using the software defined radio to
receive and store the control signals. After
demodulation and data decryption are the signal
parameters estimated effectively; the parsing
command signal was used for generating the
inference signal [5].

According to the study [6] the air defence used for
civilian purposes, can include the long-term threat
assessment ~and  anticipation,  infrastructure
assessment, surveillance, tracking and imminent
threat assessment, UAS target engagement and
operator detection and capturing, and initiation of
actions against UASs to prevent the intentions of
rogue drones.

Nowadays, unconventional Low Slow and Small
(LSS) air threats pose serious challenges that cause
deep concerns among military and civilian security
organizations. Consequently, there is a high demand

4 Very Short Air Defence.
3 Except SWIR (Short-wavelength infrared).

for robust and reliable counter small unmanned aerial
vehicles (C-sUAV) solutions. Detection challenges
such as small air targets, unconventional flight
patterns in low airspaces, terrain masking effects, or
complex urban environments lead to high false alarm
rates. Current C-sUAV systems in the market use
improved radar components, originally either
considered for VSHORAD* radar, battlefield radar,
bird detection radar, perimeter surveillance radar, or
high-resolution short-range radar [7].

The NATO has defined UAV categories in class
1 [7], see Table 1.

Table 1 NATO UAV class I
Type of UAV_ Range  Altitude Weight Payload

Micro 5 km 100 m <2kg <0.5kg
Mini 25 km 1000m 2-20kg <10kg
Small 100km 1500m < 150kg <50kg
Source: [7].

An overview of the different sensors and
properties can be found in Table 2.

Table 2 The sensor properties

Long Position Iden- Multiple Low Night Pas-

range accuracy tifica-  targets visibility sive
tion conditions
Visual ++ ++ -+ - - o+
Infrared ++ ++ -+ 5 A
Acoustic - - +++ ++ e ottt
ESM® B e e ++ ++++ ++++ ++++ A
Human + + -+ - - - St
surveillance
Source: [7].

Research of the drone detection by means of
different thermal imaging systems (infrared sensors)
and development original thermal image
enhancement algorithm for infrared scanner system is
presented in the paper [8]. Main features of an
infrared image, which are not occurring in case of
visual images, are relatively low spatial resolution,
low image contrast, presence of noise pattern or pulse
disturbances.

The proliferation of LSS flying platforms brings
with it a new and rapidly increasing threat for national
defence and security agencies. Thus, defence systems
must be designed to face such threats. Modern
operational readiness bases on proper personnel
training that is performed on high fidelity simulators.
The aim of the paper [9] is to take into account the
variety of the commercially available LSS aerial
vehicles and to define LSS models from different
points of view. The LSS can be modelled with respect
to the behaviour during the flight and the user
interface, signature against different type of detectors,
and threat itself and the defence tactics.

While the technology for operating a single UAV
is rather mature, additional efforts are still necessary

% Electronic support measures.
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for using UAVs in fleets (or swarms). The Aid to
Sltuation Management based on MuUItimodal,
MUItiUAVs, MuUltilevel acquisition Techniques
(ASIMUT) project aims at investigating and
demonstrating dedicated surveillance services based
on fleets of UAVs. The goal is to enhance the
situation awareness of an operator and to decrease his
workload by providing support for the detection of
threats based on multi-sensor multi-source data
fusion. The operator is also supported by the
combination of information delivered by the
heterogeneous swarms of UAVs and by additional
information extracted from intelligence databases. As
a result, a distributed surveillance system increasing
detection, high-level data fusion capabilities and
UAYV autonomy is proposed [10].

The summary of the literature review:

e New problems with the fight against UAS are
caused by technology progress in the
development of the commercial drones.

e UAVs are available to the population without any
problems; UAVs can be used in war, crisis
situations, and they can be misused by criminal
and terrorist entities.

e Areas of threats and defence include air
surveillance, command and control, and target
elimination.

3 OVERVIEW OF OF-THE-SHELF
AND PROFESSIONAL UAVS

The market is full of various UAVs categories.
These machines can be equipped with various
accessories based on their size, weight and battery
capacity. Digital cameras are usually used for
collecting information, but UAV can be geared with
a lidar, a radar, a thermal camera or other sensors.
UAVs can be also equipped with attached explosives
or primitive drop mechanism, which release an
explosive. UAVs can be also used for transporting
anon-lethal cargo, mostly illegal (e.g. drugs,
cigarettes and other contraband).

Size based classification of UAVs may differ in
regions. The previously mentioned Attachment X [1]
defines these categories based on their maximum
take-off weight:

e <091 kg,
e 091-7kg,
o 7-25kg,
e >25kg.

Intelligence, surveillance and reconnaissance —
information collection.

Attack — deliver explosive payload.

9 Can start at 100 € and be up to thousands of €.

19 These UAVSs are usually out of the legal framework of
Attachment X. It is a very wide group of UASs, which
can be autonomous, which can cooperate in a swarm,
etc. Planning of protection against this type of UAV is

34

The NATO uses slightly different classification,
see Table 1.

Very similar UAVs classification is used in the
paper called Multispectral Detection of Commercial
Unmanned Aerial Vehicles:

Table 3 UAV Classes

Category  Range  Altitude Operational Weigh
[km] [m] time [hours] t [kg]
Nano <1 <100 <1 <0.025
Micro <10 <250 1 <5
Mini <10 <300 <2 <25

Source: [3].
One other UAV classification:

Tab. 4 UAV type by usage
UAV Type Price Video [px] Flight Range Purpose

[€l Time  [km]
[min]
Amateur <200 1280x720 <15 <0.1 ISR’
Professional >800 4096x2160 < 30 <8 ISR’ + A®
Race/Custom various® 4096x2160 < 30 <4 ISR” + A®

Military®  >4000 4096x2160 various'' various'> ISR’ + A®

Source: [3].

3.1 UAYVs for information collection

The author picked different size UAVs from the
most known e-shop in the Czech Republic. The
regulations don't require any failsafe system on these
machines. This failsafe system would end the flight
in the case that the communication between UAS and
control station would be interrupted. Some of the
representatives in this category can have a return
command to the default position in their
communication protocol. This command could be
used in the taking over type of attack, because this
command is usually standardized.

UAS created by the DJI company usually contains
restricted areas, which are forbidden for UAVs to
flight into. These forbidden zones are managed by the
DIJI company, which creates them based on data from
the national authorities. The restricted zones can
change during the time, so they are available online
[12]. The company defines also a "Warning" zones,
which can be entered after confirming that you really
want to enter this zone. Next zone categories are
Restricted and Authorization. Flight into these zones
has to be permitted by the local authorities. In this
case some type of UAV's registration has to be done.

far beyond of this article purpose. So, they will not be
further discussed.

I Larger UAVs can flight up to 24 hours. More advanced
concepts with unlimited flight time are also in the
development [11].

12 These UASs are not limited thanks to a satellite
communication between UAV and control station.
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3.1.1 Syma X5SW PRO

Syma X5SW PRO [13] was in the model row
SYMA X5C recommended [14] as the most suitable
for the information collection. Like all X5C UAVs
contains a 6-axis gyro for flight stabilization. It also
contains HD camera with resolution 1280 x 720 px
with ability to display a video stream on
the smartphone. Flight time depends on the battery
and it can be up to 20 minutes. Range is up to 100 m,
which is very nice distance in the category of very
cheap UAVs. According to the records available
online, the video is not very good, but it still can be
used for gathering some information. Control SW
contains home return functionality.

3.1.2 DJI Mavic Air

DIJI Mavic Air is very cheap representative of
professional UAVs. But despite its low price it can
offer a very good service to the potential attackers.
Camera itself (not just the UAV's body) has a 3-axis
stabilization and it supports a 4k video stream. With
the weight of 430 g is still categorized as a Micro.
Flight time is up to 21 minutes and with moving
operator can flight up to 10 km on one charge.
Maximum flight speed is up to 68 km/h. The UAV
also contains a sensing system to avoid obstacles.
This sensing system reduces maximum flight speed to
28 km/h. Control SW contains return home
functionality. If the radio connection between UAV
and control station is interrupted, the UAV will
retrace its original flight route, until the connection is
restored.

3.1.3 DJI Mavic 2 Enterprise (DUAL) Universal
Edition

DJI Mavic 2 Enterprise (DUAL) Universal
Edition [15] is the most equipped commercially
available UAV!. The camera has a 3-axis
stabilization and supports 4k videos as well. The
UAV is also equipped with the Radiometric FLIR
thermal sensor. The operator can have 3 types of
imagery data — FLIR MSX, infrared spectrum or
visible light spectrum. This provides whole new
dimension of the information collection. The UAV
can be equipped with the speaker, light or safe flight
beacon. The discrete mode allows the operator to
switch off the LED lights and make a hardly
detectable night reconnaissance. An open terrain
range is up to 8 km. The UAV was at first place
designed for professionally usage — army, police,
searching for persons in hardly accessible terrain,
mass or natural disasters, energetics,
telecommunications (mass inspections) [16]. Butitis
possible to buy it without any restrictions and

13 In the most known e-shop in the Czech Republic.

potential attacker can gain very powerful tool for
gathering information.

Table 5 UAVs for collecting information

UAV Weight Size [mm] Range Video  Price
[g] [m] Resolution [€]

Syma 967 320x70x320 100 1280x720 93
X5UW
PRO
DJI Mavic 430
Air
DJI 910
Mavic 2
Enterprise

83x49x168 8000  4096x2160 860

322x224x114 8000  4096x2160 3000

Source: [3].
3.2 Direct attack UAVs

This article will not consider professional military
UAS, as it was mentioned before. Due to the clear
illegal intentions of usage are these UASs not
commercially available. But it is not so hard to build
an armed UAV by using two slightly different ways.
Attacker can just attach a weapon or explosives to an
off-the-shelf UAV; or the attacker can create
a completely new UAS from obtainable components.
This type of UAS was intentionally not mentioned
before, but this does not mean, the attackers can't
create a customized UAV platform, equip it with
a stabilization mechanism, quality 4k camera and
collect information with it.

3.2.1 Building custom UAYV platform

How to build a custom UAV tutorials can be very
easily found on the Internet, i.e. [17], [18]. These
tutorials are very complex and skilled man is able to
build this UAV. The custom UAV community is very
open and a desperate builder can seek an advice there.

At first you have to choose a size of the UAV.
Bigger size and thus payload are better for attack with
explosives. It is possible to use online calculator [19]
to verify, that designed UAV is flight-capable. This
calculator also provides some expected flight
characteristics based on many variables (number of
rotors, type of motors, propellers size, battery
capacity, etc.). With the help of tutorials, the designer
is able to design the UAV core and then add weight
and simulate size of the explosive payload. It is also
possible not to attach acamera and increase an
explosive payload. After this research it is possible to
order the needed or recommended components and
assemble the UAS.

3.2.2 Attaching explosives to UAV platform
Off-the-shelf UAVs usually have more power

than it is needed for flight. Because of this the UAVs
gain better flight performance and they are more
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attractive for the customers. So why not to utilize this
fact and attach an explosive or a grenade to a UAV?
This tactic was used by some extremist groups during
the fights in Syria. Members of these groups attached
grenades, mortar's ammunition or other explosives
and dropped them with high accuracy thanks to a
camera targeting [20].

The author conducted very simple experiment
with 'obsolete' DJI Phantom 4 Pro [21]. A cargo of
350 g was attached to the UAV with weight of 1388 g
and the UAV took off without any problems. But the
not well-designed shape of the cargo caused minor
problems with manoeuvrability during the flight and
serious problems during landing. Control electronics
was not able to deal with moved centre of mass. But
landing is not the biggest issue during the 'suicide' or
'bombing' types of UAV attack. Some other sources,
e. g [22] presents safe payload weight about
462 g (1.02 lbs.) for DJI Phantom 4 Pro.

4 DETECTION AND IDENTIFICATION
OF UAVS

Fully automated detection and identification is
very complicated issue at the present state of art.
Because of it, in the article it will be discussed
detection and identification made by sensor's
operators, or done in the integrated UAS protection
solution. Any complex protection system against
small UASs must be strictly modular, to allow easily
upgrade individual parts and to improve detection
capabilities.

The DJI company can offer a device that is
capable of detect and identify most of the
commercially available UAS [23]. The device uses
a knowledge of the communication protocol used by
UAS created by this company. The manufacturer
presents an arbitrary range up to 50 km in stationary
deployment and identification time from 2 seconds.

Types of sensors, which can be used for UAS
detection and identification will be discussed in the
next section.

4.1 Radar

Radar represents proven type of detection large
flying objects. Various wavelengths were tested
during time and now it is possible to manufacture
aradar capable of small objects detection, with
reflection surface just hundredths of square meter. In
[3] was conducted a laboratory and field experiment
with very interesting results. It is very unfortune, that
most of these results are very sensitive and were not
published by the authors.

Radar is best for long range detection, up to
30km. Various manufacturers presents these
instrumental ranges usually more optimistic than the
real results.

However, this way of detection is not always
precise and false detections may occur time to time.
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The reason is the size of a small UAV is very close to
the size of larger birds.

4.2 Radio

Radio wave detection is relatively easy. The
following radio spectrum analysis as well. Unlicensed
Wi-Fi bands at 2.4 GHz or 5.6 GHz are used for
commercial UAVs control. The communication is
done by various protocols. A communication
protocol of LTE mobile networks is very often used,
but in the unlicensed Wi-Fi bands. It is because of its
jamming resistance and better transmission properties
than classical Wi-Fi protocol.

Off-the-shelf and racing UAVs are not usually
autonomous and they use 2 radio channels. One for
control signals and telemetry and the other with wider
bandwidth for video stream from a digital camera
attached to the UAV. This fact allows to detect and
target the control station of UAS.

Identification of the UAS can be a problem.
Operator has to analyse collected data from the
control and telemetry channels, which is almost
impossible in real-time.

4.3 Optics

UAVs automatic detection with digital cameras is
great challenge for the image analysis specialists. At
the time there are several systems, which declare an
ability to detect a UAV in the field of view of the
camera in the very few seconds. But these systems are
not enough reliable and they are quite expensive.

More suitable approach of using optical sensors is
using them for detection confirmation of other types
of sensors. This confirmation can be easily and
cheaply done by an operator. It is very easy to install
a remote-controlled rotatable mast with set of
cameras. The mast can be semi-automated controlled
by the control system and an operator. The control
system points the camera based on the information
from other sensors and operator can adjust the
parameters and then confirms the detection of a UAV.
It is also possible to use the mast without connection
to any sensors and to be controlled only by the
operator.

It is not necessary to use only stationary cameras
installation on the masts. Portable cameras equipped
with GPS and laser range-meter can be connected to
the command and control system and they can
provide reliable detections as well.

4.4 Acoustics

Success rate of an acoustic detection depends on
the area, where this type of sensor will be used. It is
possible to detect UAVs with network of
microphones, because of the limited range of this type
of sensor. Yet microphones can be very cheap and
easy to use.
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It is also possible to use audio sensors to identify
specific type of UAV [24] discussed possibility of
using the Linear predictive coding (LPC) for UAVs
detection and identification. The LPC uses sound
samples and creates a numeral representation of the
sound signature. It is possible to distinguish various
types of sound sources, such as a truck, a gun shot or
certain types of UAVs. But all of this is limited by the
range of an acoustic sensor and its surroundings.
Defence can contain many cheap sound collectors,
but it should not be the only way of detecting UAVs.

5 ELIMINATION

UAV elimination is the last phase of the whole
UAS defence. There are basically two ways of UAV
elimination: Lethal and non-lethal with jamming.
Both ways have their pros and cons, so there is no all-
time right way of UAV elimination.

5.1 Non-lethal elimination

Non-lethal elimination is done by jamming radio
control channel or by spoofing the positional data.

An interesting way of protecting the Russian
president Vladimir Putin appeared recently. Russian
security service uses GPS spoofing at places, where
the president occurs. A non-profit organization
C4ADS from the USA discovered from public data,
that ships from certain waters moved to a land airfield
approximately 200 km from the sea. This strange ship
movement was done by transmitting false GPS
coordinates which corresponds to the coordinates of
nearby airfields to deceive commercial UAVs
position restrictive systems. Because most of the
manufacturers put into their UAVs restricted areas,
the UAV is not able to fly in the area.

This way of protection can be effective against
commercial UAVs, but it is ineffective against
professional military UAVs with inertial navigation.

The GPS spoofing can also be very dangerous for
any civilian GPS users. Many systems and people rely
or even depend on the accurate position and time from
GPS. In the piece time this type of protection can do
more harm than good, especially in the Central
Europe.

Decipherment of UAS's communication protocol
and following take over can be another way of UAV
elimination. This approach itself is on the edge of the
law, because you have to decode a communication
protocol with reverse engineering, which can be a
violation of the EULA'". Big number of
manufacturers and incompatibility between various
UASs represents another disadvantage of this
approach. Additionally, communication protocols
change and evolve during time, so there is a time lack

14 End-User License Agreement.

between launching a new UAS and gaining an ability
to take over this new UAS.

Last conventional way is jamming the whole radio
spectrum used for control channel. This is again
usable only for a certain category of UASs. Again, it
is on the edge of the law'”. But this can be a way, how
to eliminate unwanted UAVs from the protected area.

Big advantage of using a non-lethal elimination is
the fact, that it can be used in densely populated areas,
including cramped spaces in the cities. Lost of the
UAV's control or fall of the UAV can only do any
damage to the public or private property or harming
people.

5.2 Lethal elimination

Lethal elimination is an ordinary usage of brute
force to end a flight of the UAV. The best way is by
damaging or destroying rotor blades. Only a slight
damage can make worse the flight characteristics and
manoeuvrability. The most suitable for this is using
shotguns with many projectiles. This rises the
probability of hitting a rotor blade. An experienced
shooter should be able to hit a UAV flying at low
altitude.

Using firearms at peace time is very controversial.
Especially in the densely populated areas. A risk of
collateral damage to a public property or human lives
is too high there. So, this is the reason, why using
firearms should be permitted only on very special
cases and not in the cities or populated areas.

6 CONCLUSION

Protection of any area against small UAVs is very
complex task. There is no "silver bullet" which will
protect any possible area. It is necessary not only
reflect the specifics of the protected area during the
defence planning process, but it is vital to define the
UAV threat type to which the defence should be
effective.

A defence against small UAVs would have very
different characteristics than defence against
professional military UAVs, or swarms of these
UAVs. This article focused on a single, or small
number of UAVs, not swarms of cooperating UAVs.

The type of attack is also very important to decide.
Should be the defence effective only against directly
attacking UAVs with firearms or explosives, or even
against an information collecting UAVs? Should be
effective against high flying UAVs or low flying
UAVs? These questions determine sensors and
effectors usage.

Next question should be the assumed amount of
losses during a successful attack. As a successful
attack can be considered also a collecting and mining
the information, especially on soft targets. These

15 Czech telecommunication office, the radio spectrum
authority in the Czech Republic, would not be pleased,
if the unlicensed band is being jammed for any time.
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targets can be attacked with bigger impact after
profound reconnaissance. This again affects the types
of sensors and their quantity.

Another variable is concrete surroundings and
ability to choose an elimination method. It is hard to
say, which of the presented ways is less complicated
or doable. Each of the approaches has its advantages.
Using firearms is very limiting in populated areas, so
they should be used only in uninhabited areas. If the
UAV would quickly manoecuvre and the firearm
operator would not be careful enough, there is very
high risk of damaging the surroundings or harming
any nearby people.

The primary task is detection using multispectral,
multilevel, multimodal, and multisensory strategy in
a fight against small UAS. The effective basis for the
UAYV detection is the multisource data fusion. The
modelling and simulation are the often-used research
methods, how to prepare and design any counter
UAV protection and should be used for validating the
design before building any defence system.
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COOPERATION BETWEEN EU AND THE USA
IN THEIR POLICY TOWARDS RUSSIA

Marek HARGAS

Abstract: The article is focused on the legislative and institutional background of the mutual cooperation of the EU
and the USA within their policy framework towards Russia. It also briefly points out the use of sanctions as one of the main

tools.

Keywords: European Union; USA; Russia; Sanctions; Security.

1 INTRODUCTION

At the end of the 2" decade of the 21% century it
seems that the so-called ,unipolar® world
development being characterised by a global
dominance of one superpower — the USA - is
threatened. The globe has to deal with arange of
political, economic and social issues together with
security problems inevitably linked to them. The new
global or regional powers try to break the dominance
of the USA.

One of the challenges for the West — as we
traditionally label the transatlantic area plus Australia
and the New Zealand - is an undoubted increase of
power of the ,,non-west“ countries. Another, and
obviously a hotter, question is the relationship
between the EU and the USA, as the representatives
of the western civilisation on the one hand, and
Russia, as the new and old power, on the other hand.

2 BASIC FRAMEWORKS OF THE EU
POLICY

The Common Foreign and Security Policy
(CFSP) had been created by the Treaty on the
European Union, while the CFSP was the second
from the three pillars on which the inception of the
EU was established. The Lisbon Treaty, which had
entered into force in January 2009, formally
confirmed not only the legal status of the European
Union and institutional means for its foreign activity
but, at the same time, removed its pillar structure.
Several key players entered the CFSP area, inter-alia,
the post of the European Union representative for
foreign affairs and the security policy who is the
Deputy Director General of the Commission and the
post of a permanent President of the European
Council. Since 2012, the European Parliament and
the Parliaments of Member States have been
organising inter-parliamentary conferences, where
the issues related to CFSP are mutually discussed.

On 28 June 2016, the High Representative for
Foreign Affairs and Security Policy Frederica
Mogherini submitted a global strategy for foreign and
security policy of the EU [1]. The global strategy is
particularly focused on 5 areas: 1) security of Union,
2) stability of states and communities to the East and
South of Union, 3) integrated approach to conflicts,
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4) cooperative and regional arrangement, 5) global
management to be used for the 21% century. By its
adoption arevision of sectoral strategies, together
with the inception of thematically and geographically
new strategies, occurred. During 2017, a report on
the performance of global strategy was released
where the progress in terms of cooperation with
NATO was highlighted and the Parliament issued an
annual report [2] on the pursuance of CFSP, where
the common judgement of threats and a joint
approach on their solution was stressed.

The Lisbon Treaty also strengthened the Common
Security and Defence Policy (CSDP), which is an
integrated part of the CFSP. The main institutional
role was taken over by the Vice-President of the
Commission / High Representative of the Union for
Foreign Affairs and Security Policy, who chairs the
Foreign Affairs Council. Its members are foreign
ministers. Parliament organises discussions and
seminars on, inter alia, the topic of international crises
with security and defence implications, and
multilateral frameworks on security issues.

3 FOREIGN POLICY OF THE USA AND EU
TOWARDS RUSSIA

Within the course of recent years the relationship
between the USA and Russia has become one of the
top priorities of the U.S. foreign policy. The
American political representatives are aware that they
should neither overvalue nor undervalue the ability of
Russia to influence or distort the American national
security planning. The relations between both
countries are too deep and interlinked to take lightly
such problems as the interventions in Syria, Ukraine
or the nuclear weapons cut-off.

With reference to Wallin [3], there are several
main areas the U.S. foreign policy should be focused
on. One of them is the membership in NATO. The
Member States committed themselves to spend 2% of
GDP on defence, what causes difficulties to some of
them and are therefore heavily criticised by the USA.
In addition to the USA, only six NATO Member
States exceeded 2 % of GDP on defence in 2018,
namely Greece, Estonia, United Kingdom, Latvia,
Poland and Lithuania, as stated in the press release
published by NATO Public Diplomacy Division on
14 March 2019.
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Another domain is the nuclear weapons issue.
Despite the fact that the USA and Russia are aware of
the importance of programme on the diminishing of
the number of ballistic missiles, they consider each
other as anuclear threat. In particular, Russia
considers whatever technology in the field of nuclear
weapons developed in the USA as a threat directed
against the Russian Federation.

The cyber security is another domain, which is
considered by the USA very intensively. The reason
lies in several hacker attacks from Russia, China and
other countries. Officially Russia disavows these
activities of any kind. On June, President Putin said
that the Russian government did not play any role in
terms of hacker attacks during the US elections in
2016, however, at the same time he declared that ,,as
long as some Russian citizens are thinking
patriotically, they start to organise on their own will
- what is according to their opinion appropriate —
different activities against those, who have addressed
bad things on Russia*“ [4].

Another challenge for the USA is to cope with the
increasing number of regular incidents on sea and in
air caused by Russian mariner and aviation powers.
The incidents are frequently accompanied by
a dangerous and provocative behaviour what, at the
end of the day, could lead to casualties on all sides
involved. The Treaty between the USA and the Soviet
Union as of 1972 is out of date and Russia is not
abiding by its terms. Both, the revisiting of this issue
and the creation of exact mechanisms for diminishing
the tension escalation are echoed in the USA.

The USA and the European Union do not coincide
in all foreign policy questions, however, they still
remain the most important allies. Nonetheless, their
mutual cooperation is long-term, e.g. the contacts
between the Parliament and the US Congress went
down to 1972. These relationships had been
institutionalised in 1999 and the Institute of
Transatlantic ~ Legislator‘s  dialogue was created.
The last, 82" inter-parliamentary meeting was in
2018 in Sofia, Bulgaria. The importance of this
Institute is growing mainly by the authority of the US
Congress when approving the interventions of the
USA during the world crises and influencing the US
activities ~ within the global administration
institutions. With regard to the key role of NATO
when ensuring the European security, the EU
Parliament is also participating in the plenary
meetings of NATO.

Although the attitude of the USA towards EU and
the transatlantic alliance has changed since the
accession of Donald Trump to the Office of President,
it returns into a constructive mode. For example, the
negotiations on the Transatlantic Business and
Investment Partnership between the USA and the EU,
which had begun in July 2013, were interrupted after
the election of President Trump. The situation is even
more complicated due to the fact that in 2017 the
USA were the main export market of the Union and

that EU and the USA are mutually the biggest
investors. However, in terms of security the
partnership covered by the cooperation of allies
within NATO is ongoing.

The representatives of the EU are aware of
Russian ambitions and a complicated relationship
between both parties. As one of the steps for a better
security assurance of the EU countries, a so called
Permanent Structured Cooperation (PESCO) [5] has
been established. It is to be considered as a reinforced
cooperation of 25 EU member States in the field of
security and defence, which have committed
themselves to take over more duties and criteria in
order to comply with the EU ambitions resulting from
the Global strategy for the foreign and security policy
of the EU. The level of defensive capabilities of
particular countries should be increased and
harmonised in order to achieve a better cooperation in
the fulfilment of goals. In addition to the security of
citizens living in the EU member states, the members
of PESCO committed themselves also to a more
active participation in the EU operations focused on
the support of worldwide peace and security. The
participation in PESCO is voluntary and the defensive
capabilities remain in the ownership of the EU
Member States involved, thus, it has no impact either
on the state sovereignty or on the security and defence
policy of some of them.

PESCO contains 20 commitments [6] which are
common for all EU Member States involved. They
are focused on the increase of national expenditures
on defence and the reinforcement of cooperation of
these states in the areas of harmonisation of defence
planning, increase of military forces deployment,
removal of critical abilities and the performance of
multinational projects. The participating countries of
the EU have prepared the national plans of PESCO
pursuance, which are to be upgraded annually and
which contains the way how and in which time
intervals the commitments will be jointly fulfilled.

National pursuance plans will be submitted by
Member States to the European External Action
Service (EEAS) and to European Defence Agency
(EDA). EEAS and EDA will provide administrative
and technical support for the EU Member States
involved. The High Representative for Foreign
Affairs and Security Policy, who leads the EEAS and
the EDA simultaneously, will provide the ministers
of foreign affairs and the ministers of defence with an
assessment report on the PESCO pursuance state of
play, including the fulfilment of commitments of each
EU Member State according to its national pursuance
plan. In practice, the assessment report will compare
the content of national pursuance plans of particular
EU Member State involved with the actual state of
play. In case of non-fulfilment of joint commitments,
the EU Member State could be excluded from
PESCO.

As it has been mentioned above, the multinational
projects focused on the creation of defence
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capabilities and their use in the joint EU missions are
also part of PESCO. Making these projects feasible
should lead to the strengthening of the strategic EU
autonomy in the field of security and defence and
their ability to react to crises. On 11 December 2017,
the participating EU Member States had released
a declaration of the PESCO projects [7], by which
they announced the first wave of projects pursued
from 2018. 17 projects have been selected into the
first phase from 49 proposed projects, among them
also a Slovak project EuroArtillery being intended for
an indirect fire support.

PESCO should help also to the strengthening of
the so-called European Pillar of NATO, by the means
of which the EU Member States, which are
simultaneously the NATO Member States, confirm
that NATO with its collective defence principle
remains the main security guarantee. At the same
time, they repeatedly declare the cohesion of their
security and defence with those EU Member States
which are not NATO members.

4 RUSSIA —,,THE NEW AND OLD GREAT
POWER*

After the collapse of the Soviet Union, the rising
Russian Federation must cope with the enormous,
literally, subsistence issues. The former obstructers
from the cold-war times began to consider Russia as
a second-rate power, mainly due to its big losses in
terms of military power and capabilities. All the more
the EU and USA were shocked by observing the
Russian intervention to Ukraine and Syria. Despite
the fact that Russia is economically relatively less
powerful, militarily it regains its lost position. To
compare, GDP of Russia in 2017 was only by 12 %
higher than the joint GDP of Belgium and
Netherlands. In 2017, the military expenditures
amounted to 61 billion USD. The USA spent
approximately 10 times more during the same time
period. However, it has to be mentioned, that a simple
comparison of military budgets does not perfectly
reflect the reality. Whereas Russia buys prevailingly
on the domestic market often from government
producers, it pays lower price as compared to the
majority of other states on the world market. Another
difference is visible in the ratio of expenditures on
wages of military employees and on purchases of new
military equipment. While in NATO Member States
approximately 80 % from the budget on defence goes
to wages, in Russia this ratio is 50 : 50 [8].

One of the factors supporting the Russian
Federation’s powers is the nuclear arsenal. According
to Rumer [9], the Russian military strategists rely on
the nuclear potential of their country and the ability
of Russia for asecond strike is considered as
inevitable. They react also to the attitude of the US
President D. Trump who in February terminated the
participation of the USA in the Intermediate-Range
Nuclear Forces Treaty (INF) [10]. Immediately on the
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next day the Russian President V. Putin declared that
Russia terminates its participation in the Treaty as
well.

All three parties involved (EU, Russian
Federation and the USA) are concurrently accusing
themselves from the abuse of the airspace by the
aircraft of the ,,opponent®. Above the international air
space, the Russian long-range bombers and
multipurpose combat aircrafts meet the NATO
airplanes, which watch over, for example, the Baltic
sea; however, the incidents occur also at the coast of
United Kingdom or Canada and the USA. The
incident of Ukraine ships being blocked and captured
by Russian Navy at the coast of Crimea, annexed by
Moscow, was heavily criticised by the EU.

For more than adecade, the increasingly
aggressive demonstrations of Russian policy in
different forms can be observed. Alleged attempts to
meddle into the election processes of democratic
countries done by Russia are not new phenomena but
their methods have changed. In recent years Russia
directly financed the political parties which should
deteriorate the situation in concrete countries [11].
The expansion of NATO and American military
troops, together with the missile shield, represent
a traditional stumbling block between West and the
Russian Federation. Inter alia, the Russian Federation
reacted also by the deployment of sizeable military
equipment in Crimea being unlawfully occupied. The
USA, EU and their allies have been forced to respond
to these steps in order to prevent the escalation of
tension.

5 ECONOMIC SANCTIONS POLICY OF
THE USA AND EU TOWARDS RUSSIA

Since the end of cold war, the sanctions have
become a popular tool, especially for the USA
(Illieva, Dashtevski, Kokotovic 2018). The European
Commission considers the sanctions as one of the EU
tools for supporting the goals of Common Foreign
and Security Policy too. There are several forms of
sanctions. The military ones (use of military forces),
political or diplomatic or cultural sanctions could be
in question. The economic sanctions represent a
relatively new phenomenon in the international
affairs, nevertheless in the 20" century they occurred
relatively often. In general, they are focused on the
prevention against the delivery of goods and services,
funds or know-how to a concrete recipient.

In March 2014, the EU imposes sanctions focused
on the prohibition of travelling and freezing of
financial means of concrete persons. It was a reaction
to the annexation of Crimea and Sevastopol to
Russian Federation, which was considered by the EU
as a sovereignty threat for Ukraine.

Another impetus for economic sanctions of EU
against the Russian federation was the military
conflict in Ukraine. In July 2014, the EU adopted
a Decision 2014/512 of the CFSP Council on
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restrictive measures with regard to the activities of

Russian Federation, by which it had destabilised the

situation in Ukraine. The USA, EU, Japan and

Australia imposed economic sanctions on Russian

official representatives, firms and private persons.

Illieva, Dashtevski, Kokotovic (Illieva, Dashtevski,

Kokotovic 2018 ) have concretely identified what EU

has focused on and separately what the USA have

targeted on.
EU sanctions are targeted on:

e individuals or legal entities who have been
involved in actions undermining or threatening
the territorial  integrity, freedom  and
independence of Ukraine and their property is
frozen in the EU;

e restrictions and afterwards a complete ban of
import of goods originating from Crimea or
Sevastopol to the EU, as a response to the illegal
annexation of Crimea and Sevastopol;

e cconomic sanctions against Russia restricting the
use of EU financial markets and a prohibition of
export of armament and goods of duplicitous use,
furthermore of equipment and services related to
the oil industry.

On the other hand, the US sanctions are related to

[12]:

e property freeze of concrete persons (close to
President Vladimir Putin) and the prohibition for
physical persons and legal entities from the USA
to carry out whatsoever financial transactions
with the sanctioned persons;

e property freeze and a prohibition to perform
economic transactions with concrete entities
especially with the banks owned by the
government, defensive and energetic firms

e restrictions related to financial transactions with
Russian firms belonging to key sectors, i.e.
defence, energetic, financial);

e restrictions on export of technologies related to oil
and goods of duplicitous use;

e restrictions related to specific export (e.g. military
goods).

As retaliatory measures against EU, the USA,
Canada, Australia and Norway, the Russian
Federation introduced tools hampering import of
three goods and services — vegetables and fruit, milk
products, meat and meat products. In addition, it has
to be mentioned, that a list of countries which had
joined the EU and USA was extended in 2015 by
Japan, Switzerland, Albania, Iceland, Lichtenstein
and Monte Negro.

According to  Korhonen, Simola and Solanko
(Korhonen, Simola, Solanko 2018), the economic
crisis, which broke out fully in 2015, has only very
little to do with sanctions from the USA and the EU.
The origin must be sought in the sharp drop of oil
prices what has had asignificant impact on the
Russian economy.

Illieva,  Dashtevski, = Kokotovic (Illieva,
Dashtevski, Kokotovic. 2018) pointed out that if the
economic sanctions are to be effective, especially in
the country where the political elite, headed by the
President, has the media in power, it will be necessary
to have a clear transmission mechanism at disposal,
which might appropriately force the Russian electors
to vote for an alternative solution. The main reason
why the majority of UN Member States is against the
sanctions imposed on Russia is the fact that instead of
solving one problem (Crimea), they have caused the
creation of other problems. The authors also
emphasise that there is no international organisation
or generally accepted mechanism, which is
authorised to govern the legality of these sanctions.
There is even no definition of economic sanctions in
international law, so their illegality is often the
subject of debate.

6 MILITARY MEASURES AND THE
COOPERATION BETWEEN THE USA
AND THE EU WITHIN THE
FRAMEWORK OF NATO

The incidents as of the end of 2013 and the
beginning of 2014, and especially the annexation of
Crimea by Russia, led to concrete steps of the NATO
Member States. Within the summit in Wales, they
adopted, among the other things, the implementation
of the Readiness Action Plan and the reinforcement
of the collective defence and the Eastern wing of
NATO. In the next summit in Warsaw in 2016,
further decisions were adopted in order to strengthen
the positions of NATO especially on the Eastern
border of Alliance. Alliance defense ministers
confirmed the creation of four multinational combat
groups as part of a forward presence program
(Enhanced Forward Presence) [13]. These battle
groups consisting of soldiers from different countries
are deployed in the area of Poland, Lithuania, Latvia
and Estonia and their total number represents more
than 4 500 soldiers and civilians.

The groups cooperate with the local military
forces, however, they still fall under the leadership of
the Alliance through the so-called Multinational
North-East Corps [14], based in Poland in Szczecin.

The Estonian Armed Forces cooperate with a
battle group led by the United Kingdom based in
Tapa. This group consists of British troops, Danish
soldiers and Icelandic civil servant responsible for the
management of communication systems.

A Canada-led military group is located in the
Latvian city Adazi and consists of Canadian troops,
soldiers from Spain, Italy, Poland and 50 soldiers
from Slovenia, as well as from the military service of
the Czech Republic, Albania and Monte Negro. In
2018, the Slovak Republic sent 150 soldiers to Latvia.

The base of the battle group led by Germany is in
the Lithuanian city of Rukla. It involves soldiers from
Germany, France, Croatia, the Netherlands and
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military personnel from Norway, Belgium and
Iceland.

The last battle group is led by the United States
and based in Orzysz, Poland. It is made up of
American, British, Romanian and Croatian troops.

As far as the size is concerned, each group
consists of around 1000 people, which does not
necessarily represent a force large enough to deter.
For this reason, in mid-2017, the Lithuanian President
asked for the permanent presence of US troops in
Lithuania in order not only to deter, but also to
defend.

Within the framework of increasing the readiness
and capability of their armed forces to cooperate, the
Alliance's defense ministers agreed to create two new
headquarters, bringing approximately 1200 new
personnel to the NATO Command Structure. The
Joint Support and Enabling Command (JSEC) center
will be based in Ulm, Germany, and its primary task
will be to supervise the movement of military units
and materials within Europe. The NATO Joint
Command for the Atlantic region will be resided in
Norfolk, Virginia, in the USA, and at the same time
will be involved in the management of operations in
the North Atlantic region, including the management
of redeployment of troops and materials in the region.

The Secretary-General of the North Atlantic
Treaty Organization said: “We are currently in the
process of adapting NATO's command structure,
which is a key building block of our alliance ... to
ensure the deployment of the right type of armed
forces at the right places and at the right time. These
headquarters will be indispensable to strengthen the
Alliance in the Atlantic region and across Europe
[15]. ”The Defense Alliance also agreed to launch
a NATO Emergency Initiative, known as the “Four
Thirties”. In practice, this plan would mean that by
2020 the Member States should have 30 mechanized
battalions, 30 air squadrons and 30 combat vessels at
their disposal, and these units should be deployed no
later than 30 days after the crisis. Albeit the proposed
plan did not include data on specific numbers of units,
usually one battalion includes 600 up to 1000
soldiers.

It is not yet clear how the Four Thirties plan would
correspond to further efforts to improve the combat
readiness of NATO military forces, many of which
have commitments in different regions while facing
a shortage of weapons and equipment. It is also
unclear how quickly the Alliance could move large
numbers of troops to its Eastern borders and how long
it could keep them there. Stoltenberg explained that
the Emergency Initiative “is not based on increasing
the number of new armed forces, but rather on
increasing the preparedness of the existing armed
forces. This initiative highlights our determination
to encourage a culture of readiness across the
alliance* [16].
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7 CONCLUSION

It is clear from the above mentioned that the
relationship between the EU, the USA and Russia
requires a combination of several foreign policy
tools. In addition to the diplomacy itself, which
however fails in many cases, different forms of
controls are necessary. The policy of sanctions are in
question, which have not fully reached in practise the
required result but they still are considered as an
important foreign policy tool towards countries acting
similarly as Russia.

On the one hand, there are ill-considered political
statements, on the other hand business relationships,
which to a great extent depend on the geopolitical
situation and the concrete economic interest. Russia
is rather to be considered as a single player. It relies
on its nuclear arsenal representing the power, which
has to be taken into account, but mainly it relies on
the mineral sources. The use of energy card for
enforcement of its geopolitical interest is in case of
Russia very often. In the EU, however, there is a split
in attitudes towards such behaviour, both between
individual EU Member States and between the EU
itself and the US.

The EU and USA are traditional political allies.
However, the facts related to the recent five years
show that in some cases the political will is not
enough. Both partners have faced with the
unwillingness of the other party to take some joint
measures, mainly for economic reasons. President
Trump's policy keeps the European Union's attention
mainly for the announced custom duties on the
automotive industry.

In addition to disagreement in the field of energy,
there is an obvious conflict of interests also in the
military domain. Currently, the European Defense
Area is fully covered by NATO forces, which also
serve to deter any efforts to undermine the
sovereignty of EU states and all Member States
support the activities of the North Atlantic Alliance.
However, frequent criticism from the US is the
attitude of FEuropean states towards their
commitments and, above all, the lack of NATO
funding.

It is the sufficient deterrent military force of the
EU or NATO countries to serve as a support for
diplomatic efforts to reach agreements with the
Russian Federation on current sensitive issues.
Cooperation between the two most important
representatives of the "West" - the USA and the EU -
is therefore inevitable.
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