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             Tab. 1 Types of malware 

Malware type Description 

Botnet client 

A botnet is a collection of computers controlled by a third party. Hosts 
controlled by a botnet may steal information from an organisation or be 
used to launch denial-of-service attacks, send spam or conduct other 
undesirable activity. 

Trojan / Backdoor 
A Trojan horse is a program that appears to be benign to an end user 
but in fact is malicious. It can be used to steal information or introduce 
control. 

Spyware 
Spyware is a software installed on machines that collects information 
without user´s knowledge and forwards it to others. 

 

Files moving around the network 

The following files types have been seen moving 
around the monitored network. 

 

 
 

Downloads 

File Category File type Protocol Count 

Multimedia M3U HTTP 83,709 
Archive MSCAB HTTP 82,028 
Archive RAR HTTP 9,515 
Archive GZ HTTP 7,793 

Multimedia SWF HTTP 4,720 
 
Uploads 

File Category File type Protocol Count 

Archive GZ HTTP 729 
Archive ZIP HTTP 82 

Office Documents MSOLE2 HTTP 34 
System files DMP HTTP 18 

PDF files PDF HTTP 12 
 
Misc 

File Category File type Protocol Count 

PDF files PDF SMTP 88 
Archive ZIP SMTP 32 

Multimedia MP4 SMTP 26 
Multimedia  MOV SMTP 24 
PDF files PDF FTP Data 20 

Fig. 4 File types moving around the network 
 
 
 
High Risk Applications  

The used technology assigns a risk rating of 1 to 
5 to an application based on the application 
behavioral characteristics. The risk rating can help

administrators to identify the high-risk applications 
quickly and make a better decision on the 
application control policy. Applications listed below 
were assigned a risk rating of 4 or higher. 
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Fig. 5 Highest risk applications sorted by the risk and sessions 
 
 

Application Vulnerability Exploits 

The application vulnerabilities can be exploited 
to compromise the security of your network and 
evade traditional firewall systems. 
 
 

 
 
 
 
 

Fig. 6 Top vulnerabilities identified, sorted by severity and count 
 
 
Malware, Botnets and Spyware/Adware 

There are numerous channels that cybercriminals 
use to distribute malware. Most common methods 
motivate users to open an infected file in an email 
attachment, download an infected file, or click on    

a link leading to a malicious site. During the security 
assessment, it was identified a number of malware 
and botnet-related events which indicate malicious 
file downloads or connections to botnet command 
and control sites. 

 

 
Fig. 7 Common Malware, Botnets, Spyware and Adware detected 
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At-risk devices and hosts  

Based on the types of activity exhibited by an 
individual host, we can approximate the 
trustworthiness of each individual client. This client 
reputation is based on key factors such as websites 
browsed, applications used and inbound/outbound

destinations utilized. Ultimately, we can create an 
overall threat score by looking at the aggregated 
activity used by each individual host. These devices 
should be audited for malware and intrusion 
susceptibility. 

 
 

 

 
Fig. 8 Most at-risk devices and hosts 

 
 
Encrypted web traffic  

From a security perspective, it's important to 
visualize how much of the web-based traffic is 
encrypted. Encrypted traffic poses very real 
challenges for enterprises who want to ensure that

those same applications are not being used for 
malicious purposes, including data exfiltration. 
Ideally, the firewall can inspect encrypted traffic at 
high speeds - this is why performance and hardware 
offloading are key when evaluating a firewall. 

 
 

 
Fig. 9 HTTPS vs. HTTP traffic ratio 

 
 
Top source countries  

By looking at IP source traffic, we can determine 
the originating country of any particular request. 
Certain botnets, command and control functions, and 
even remote access can be session heavy and 
indicative of targeted attacks or persistent threats

 from nation-states. This chart is representative of 
country-based traffic - activity from specific 
originating nations may be anomalous and warrant 
further investigation. Activity originating from these 
countries should be audited for expected traffic 
sources. 

 

 
Fig. 10 Top source countries 
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User productivity application usage 

The applications were categorizes into different 
categories based on the application behavioral 
characteristics, underlying technology, and the 

related traffic transaction characteristics. The 
categories allow better application control [2]. 

 
 
 
 

 

 
Fig. 11 The application usage 

 
 
 
Cloud Usage 

With the proliferation of cloud-based computing, 
enterprises are increasingly reliant on third parties 
for infrastructure plumbing. This means that their

information is only as secure as the cloud provider's 
security. In addition, it can often introduce 
redundancy (if services are already available 
internally) and increase costs (if not monitored 
properly). 

 
 

 

 

Fig. 12 The Cloud usage 

 
 
Application category breakdowns 

Understanding application subcategories can 
give invaluable insights into how efficiently 
corporate network is operating. Certain application 
types (such as P2P or gaming applications) are not 
necessarily conducive to corporate environments and 

can be blocked or limited in their scope. Other 
applications may have dual purpose uses (such as 
video/audio streaming or social media apps) and can 
be managed accordingly.  
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Fig. 13 Application categories sorted by the amount of bandwidth 
they used during the discovery period 

 
 

Web Usage 

In today's network environments, many 
applications leverage HTTP for communications. 
The primary benefit of HTTP is that communication 
is ubiquitous, universally accepted and (generally) 

open on most firewalls. For most business-related 
and whitelisted applications this typically augments 
communication, but some non-business applications 
also use HTTP in either unproductive or potentially 
nefarious ways. 

 

 
Fig. 14 Top web applications 
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Websites frequented 

Estimated browsing times for individual websites 
can be useful when trying to get an accurate picture 
of popular websites. Typically, these represent 
internal web resources such as intranets, but they can

occasionally be indicative of excessive behaviour. 
Browse times can be employed to justify the 
implementation of web caching technologies or help 
shape organizational corporate use policies. 

 
 

 

Fig. 15 Top websites by browsing time 
 

Executive summary 
 

 

Fig. 16 Network risk executive summary 
 
 
 

The following attacks are very important to 
investigate because they directly target machines 
that have been identified as potentially vulnerable. 

The target machine's operating system version, 
running services, and potential vulnerabilities all 
match what the threat is designed to attack. 
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EVEN TYPE DETAILS POTENTIALLY 
VULNERABLE HOSTS 

A Network Trojan was Detected BLACKLIST DNS request for known 
malware domain megabrowse.biz-Win. 

Trojan.Mudrop (1:30833:2)  

17 

A Network Trojan was Detected BLACKLIST DNS request for known 
malware domain counter.yadro.ru 

(1:29119:1) 

9 

A Network Trojan was Detected APP-DETECT DNS request for potential 
malware SafeGuard to domain 

360safe.com (1:28070:1)  

7 

A Network Trojan was Detected MALWARE-CNC Win.Trojan.Necurs 
variant outbound connection (1:31243:1) 

7 

A Network Trojan was Detected BLACKLIST DNS reverse lookup 
response for known malware domain 

spheral.ru-Win.Trojan.Glupteba 
(1:31600:1) 

5 

Fig. 17 High impact attacks 

 

 

 
Fig. 18 Impacted hosts 

 
 

The following applications (Figure 19) have been identified as associated with attacks. 
 
 

APPS ASSOCIATED WITH HIGH 
IMPACT EVENTS  

COUNT 

DNS 2,111 
Web browser 1,961 

Internet Explorer 8 
SMTP client 3 

Firefox 2 
 

APPS ASSOCIATED WITH 
LOWER IMPACT EVENTS  

COUNT 

DNS 186,565 
BitTorrent client 4,215 

Web browser 2,408 
Chrome 1,655 

SMTP client 1,633 

Fig. 19 Applications associated with attacks 
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3 CONCLUSION 
 
Application vulnerability attacks detection 

Application vulnerabilities (also known as IPS 
attacks) act as entry points used to bypass security 
infrastructure and allow attackers a foothold into 
your organization. These vulnerabilities are often 
exploited due to an overlooked update or lack of 
patch management process. Identification of any 
unpatched hosts is the key to protecting against 
application vulnerability attacks [1].  
Detected 51 application vulnerabilities. 

 
Malware detection 

Malware can take many forms: viruses, trojans, 
spyware/adware, etc. Any instances of malware 
detected moving laterally across the network could 
also indicate a threat vector originating from inside 
the organization, albeit unwittingly. Through a 
combination of signature and behavioral analysis, 
malware can usually be prevented from executing 
and exposing your network to malicious activity. 
Augmenting the network with APT/sandboxing 
technology can also prevent previously unknown 
malware (zero-day threats) from propagating within 
your network. 
Detected 6 malwares. 

 
Botnet infections  

Bots can be used for launching denial-of-service 
(DoS) attacks, distributing spam, spyware and 
adware, propagating malicious code, and harvesting 
confidential information which can lead to serious 
financial and legal consequences. Botnet infections 
need to be taken seriously and immediate action is 
required, identify botnet infected computers and 
clean them up using antivirus software. 
Detected 2 infections. 
 
Malicious websites detection  

Malicious websites are sites known to host 
software/malware that is designed to covertly collect 
information, damage the host computer or otherwise 
manipulate the target machine without the user's 
consent. Generally visiting a malicious website is a 
precursor to infection and represents the initial 
stages of the kill chain. Blocking malicious sites 
and/or instructing employees not to visit/install 
software from unknown websites is the best form of 
prevention here. 
Detected 0 malicious websites. 
 
Phishing websites detection  

Similar to malicious websites, phishing websites 
emulate the webpages of legitimate websites in an 
effort to collect personal or private (logins, 
passwords, etc.) information from end users. 
Phishing websites are often linked to within 
unsolicited emails sent to your employees. A 
skeptical approach to emails asking for personal

information and hovering over links to determine 
validity can prevent most phishing attacks. 
Detected 0 phishing websites. 
 
Proxy applications detection  

These applications are used (usually 
intentionally) to bypass in-place security measures. 
For instance, users may circumvent the firewall by 
disguising or encrypting external communications. 
In many cases, this can be considered a willful act 
and a violation of corporate use policies. 
Detected 11 proxy applications. 
 
Remote access applications detection 

Remote access applications are often used to 
access internal hosts remotely, thus bypassing NAT 
or providing a secondary access path (backdoor) to 
internal hosts. In the worst case scenario, remote 
access can be used to facilitate data exfiltration and 
corporate espionage activity. Many times, the use of 
remote access is unrestricted and internal corporate 
use changes should be put into practice. 
Detected 3 remote access applications. 
 
P2P and filesharing applications 

These applications can be used to bypass existing 
content controls and lead to unauthorized data 
transfer and data policy violations. Policies on 
appropriate use of these applications need to be 
implemented. 
Detected 6 P2P and filesharing applications. 
 

Internal threats are inevitable and are growing 
exponentially, while cybercriminals profit from 
stolen consumer and business information leaked 
from corporate networks. 

Knowledge of the threat landscape combined 
with the ability to respond quickly at multiple levels 
is the foundation for providing effective security. 
Application control and intrusion prevention (IPS) 
are foundational security technologies in a next 
generation firewall. 
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